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State of California
Memorandum
Date: September 9, 1991

TO: Information Practices Coordinators
and Other Interested Persons

FROM: State Personnel Board -- Office of Information Practices

SUBJECT:  Amendments to the Information Practices Act (IPA), Civil Code Section 1798 et seq.,
and Revisionsto the Guidelines.

This is the eighth edition of the guidelinesto the IPA together with a reprint of the statutory provisions in
effect as of January 1991.

There was one amendmentto the IPA in 1989. Chapter 1213 amended Section 1798.26 to provide for a
ten-day waiting period in the release of registrationand drivers' license informationfrom the Department
of Motor Vehicles. This amendment became effective January 1, 1990.

There were three amendments to the IPA in 1990. Chapter 478 amended Section 1789.9 so that the
portion of the annual notices specified in subdivisions (a) and (b) of Section 1798.10will serve as each

agency's public directory for its records containing personalinformation. Italso amended Section 1798.10
to modify the annual report contents requirements to include(1) an agency's list/index of each record
system, (2) an agency's description of the proceduresto access and to contest contents of personal
informationrecords, (3) knowninstanceswithinthe agency of obtainingor distributingpersonalinformation
in an unlawfulmanner, and (4) a new item - known Instanceswithin the agency where requests to access
records under the Information Practices Act or the California Public Records Act were delayed or denied
and the reasons or statutory basesfor those actions. Inaddition, it reducedfrom 60 to 30 days the period
for filing late annual notices. Finally, itamended Section 1798.11 to omit the languagerelating to the Office
of Information Practices reporting to the Legislature the agencies' annual costs of compliance with the
Information Practices Act and the California Public Records Act since the requirement for agencies to
include these cost figures in the annual notice has been amended out of 1798.10. These amendments

went into effect January 1991.

The format of the bookletisthe same asthe lastedition, ie., the code sectionsare followedbythe comments
which are initalicsinorder to distinguish betweenthe law and the guidelines and comments. Appendices
5 and 6 have been modified to serve as the new Annual Notice forms.

Karen Parvn

KAREN AARON, Manager
Office of Information Practices
(916) 653-1341

CALNET 453-1341

Toll Free (800) 952-5562
TDD (916) 653-1498



THE INFORMATION PRACTICES ACT OF 1977

WITH GUIDELINES AND COMMENTARY

INTRODUCTION

The Information Practices Act of 1977 (Civil Code Section 1798, et seq.) provides measures to
assure fair treatment of individuals who are the subjects of State agency records.

The Act places specific requirements on State agencies in the collection, use, maintenance and
dissemination of information relating to individuals.

With exceptions, individuals may review, obtain copies, request amendments and corrections, and dispute
information pertainingto them in State records.

Civilremediesand penaltiesare providedfor violationswhich adversely affect individualswho are the subjects

of State agency records.

An Office of Information Practicesis established to assist individuals in exercisingtheir rights underthe Act,
to provide guidanceto State agenciesin implementingthe Act, andto mediate disputes betweenindividuals

and State agencies.

The Actwas introduced as SB 170 (Roberti) and became Chapter 709 ofthe Statutes of 1977. It took effect
onJuly 1,1978, exceptfor the prohibitionsrelating to the transfer, alterationand destruction of records to avoid
compliancewith the Act, which became effective January 1, 1978. It has been amended as follows:

1978
1979
1980
1982

1984
1985
1986
1987

1989
1991

Chapter 874 (SB 1429)
- Chapters 143 and 601 (SB 242 and AB 350)
Chapter 174 (A6 502)
Chapters 604,957 and 1001

(SB 1849, SB 1586 and AB 1355)
Chapters 2 and 724

-(AB 1512 and SB 1232)

- Chapter 595 (SB 626)

Chapter 94 (SB 1461)
Chapters 961,1113 and 1453

(SB 1510, AB 2011 and SB 1024)
Chapter 1213 (AB1779)

- Chapter 478 (SB 2466)
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ARTICLE 1

GENERAL PROVISIONS AND
LEGISLATIVE FINDINGS

Citation

1798. This chaptershallbe knownand may
be cited as the Information Practices Act of

1977.

Declarations and Findings

1798.1. The Legislature declares that the
right to privacy is a personal and fundamen-
tal right protected by Section 1 of Atrticle |of
the Constitutionof Californiaandbythe United
States Constitution and that all individuals
have a right of privacy in information pertain-
ing to them. The Legislature further makes
the following findings:

(@) Therightto privacyisbeingthreatended
by the indiscriminate collection, mainte-
nance, and dissemination of personal
informationandthe lackof effective laws
and legal remedies.

(b) The increasing use of computers and
other sophisticatedinformationtechnol-
ogy has greatly magnified the potential
risk to individual privacy that can occur
from the maintenance of personalinfor-
mation.

(¢) Inorderto protectthe privacy of individu-
als, itis necessary that the maintenance
and dissemination of personalinforma-
tion be subject to strict limits.

* % % % *

Section 1 of Article | of the Constitution of the
State of California states:

‘All people are by nature free and inde-
pendent and have inalienable rights.
Among these are enjoying and defend-
ing life and liberfy, acquiring, possess-

ing, and protecting property, and pursu-

ing and obtainingsafety, happiness, and
privacy."

United States constitutional protections of
privacy, while not specifically articulated as in
the State Constitution,have been interpreted
by the courts to exist in the 1st, 3rd, 4th, 5th,
9th and 14th Amendments.

* X % % %

1798.2. Repealed by Chapter 595, Statutes
of 1985.

ARTICLE 2
DEFINITIONS

1798.3. As used in this chapter:

(@) The term "personalinformation” means
any informationthat is maintained by an
agency that identifies or describes an
individual, including, but not limited to,
his or her name, social security number,
physical description, home address,
home telephone number, education,
financial matters, and medical Or em-
ploymenthistory. Itincludesstatements
made by, or attributed to, the individual.

(b) The term "agency" means every state
office, officer, department, division,
bureau, board, commission, or other
stateagency, exceptthatthe termagency
shall not include:

(1) The California Legislature.

(2) Any agency established under Ar-
ticle Vlof the CaliforniaConstitution.

(3) The State Compensationinsurance
Fund, exceptasto any recordswhich
contain personal information about
the employees of the State Com-
pensation Insurance Fund.

(4) Alocalagency, asdefinedin subdi-
vision (b) of Section 6252 of the
Government Code.

© The term "disclose"means to disclose,
release, transfer, disseminate, or other-
wise communicate all or any part of any
record orally, in writing, or by electronic
or any other means to any person or
entity.
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(d) The term "individual" means a natural
person.

(e) The term "maintain” includes maintain,
acquire, use, or disclose.

(f) The term "person™ means any natural
person, corporation, partnership, firm,
or association.

(9) Theterm"record"meansanyfile orgroup-
ing of informationabout an individualthat
is maintained by an agency by reference
to an identifying particular such as the
individual's name, photograph, finger or
voice print, or a number or symbol as-
signedto the individual.

(h) The term "system of records”meansone
or more records, which pertain to one or
more individuals, which is maintainedby
any agency, from which information is
retrieved by the name of an individual or
by some identifying number, symbol or
other identifying particular assigned to
the individual.

(i) The term "governmental entity,” except
as used in Section 1798.26, means any
branch of the federal government or of
the local government.

() The term "commercial purpose" means
any purpose which has financial gain as
amajor objective. Itdoes notincludethe
gathering or dissemination of newswor-
thy facts by a publisher or broadcaster.

(k) The term "regulatoryagency” meansthe
State Banking Department, the Depart-
ment of Corporations, the Department of
insurance, the Department of Savings
and Loan, the Department of Real Es-
tate, andagencies of theunited States or
of any other state responsiblefor regulat-
ing financial institutions.

* * *x *x %

Agencies established under Article VIof
the Constitution are those falling within
the Judicial Branch of State Government.

Section 6252 of the Government Code
defines local agency as "a county;
city,whether general law or chartered;
cityand county; school district;municipal
corporation;district;political subdivision;

or any board, commissionor agency thereof;
or other local public agency:

ARTICLE 3

OFFICE OF INFORMATION
PRACTICES

Establishment

1798.4. There is in the Executive Office of

the State Personnel Board an Office of Infor-
mation Practices. The Executive Officer of
the State Personnel Board shall appoint the

program director and staff of this office.

* x *x * %

Placement of the Office of Information Prac-
ticesin the Executive Office of the Personnel
Board was a legislative expedient stemming
from the Executive Officer's oversight of the
Governor's Executive Order 8-22-76. The
lafier wasissued in lieu of prior enactments of
the /PAwhichhad been vetoedby the Gover-
nor in 1975and 1976.

* * * % %

Assistance to Individuals

1798.5. The Office of Information Practices
shall assist individuals in identifying records
which may contain information about them
andshall, inaccordance with the provisionsof
this chapter, assist individuals in securing
access to such records. The Office of Infor-
mation Practices shall provide toll free tele-
phone lines or other comparably effective
means and procedures for individualsto use
this service effectively at a low cost to them-
selves.



Investigating Complaints
and Reporting Violations

1798.6.

(@) Uponreceivinga complaint, the Office of
Information Practices may investigate,
determine, and report any violation of
any provision of this chapter, or any
regulationadoptedpursuantthereto. The
Office of Information Practices shall not
have access to personal information
except pursuantto the written voluntary
consent of the individual to whom the
information pertains.

(b) The Office of Information Practices shall
report on violations of this chapter, of
which it has knowledge, to the affected
agency and if the violation is not cor-
rectedwithin 60 days, to the Office of the
Governor, the Legislature, and the ap-
propriate law enforcement agency.

Assistance to Agencies

1798.7. The Office of InformationPractices
may develop model guidelines to assist de-
partmentsin the implementationof this chap-
ter and, upon request, shall otherwise assist
agencies in preparing regulations and meet-
ingtechnical and administrative requirements.
Every agency requesting such assistance
may be charged consulting fees.

*x % * % *

In complying with this section, the Office of In-

formation Practices will not charge fees for
day-to-day consultation with State agencies.
Charging fees for such consultation would

chill the free flow of information between
agencies and the Office of Information Prac-
tices and impede compliance with the Act.
Fees will be charged only when significant
amounts of staff time are requested by an
agency and mutually agreed to in advance of
any commitment.

* * *x *x %

Mediation

1798.8. The Office of Information Practices
may attempt to mediate any dispute be-
tweenthe agency and a complaining individ-
ualregardingthe provisionsof this chapter. In
the eventthat mediationfails, the Office of In-
formation Practices shallissue a statement of
its findings and recommendationsto the par-
ties. Mediationunder this sectionis nota pre-
conditionto an individual's utilization of other
administrative or civil remedies provided by
this chapter.

L S S

The resolution of conflicts between individu-

als and State agencies typically will be an
informalprocess conductedby telephone and

written communications in response to a
specific written request.

* ¥ x % %

ARTICLE 4
NOTIFICATIONREQUIREMENTS

Notices of Systems of Records

1798.9. Eachagency maintaininga system
of records containing personal information
shall file with the Office of information Prac-
tices the notice specifiedin Section 1798.10.
The noticesshallbe filed with that office by the
agencies on March 31 of each year. The
notices shall be retained by the originating
agency andthe office untilsuperseded or until
after the record system to which the notice
applies is abolished. That portion of the
noticesspecifiedin subdivisions (a)and (b) of
Section 1798.10 shall serve as the public di-
rectory to agency records containing per-
sonal information. The Office of Information
Practices shall prescribe the form for filing
and method of updating the notices required
by Section 1798.10to implementthis section.



Notice Specifications

1798.10. Notices required to be filed by
Section 1798.9 shall specify each of the fol-
lowing:

(@ An index or list showing each record
system by name or title.

(b) The proceduresto be followed for an
individual to gain accessto, and contest
the contents of, records containing per-
sonalinformation. The proceduresshall
include the name or title and business
address of the agency's designated
contact person for each record system.

(c) Eachknowninstance during the report-
ing periodinwhich personalinformation
has been distributed by the agency or
obtained by any personin a manner not
in accord with law.

(d) Eachknowninstance during the report-
ing period where access to records
requestedunderthis chapter or the Cali-
fornia Public Records Act, Chapter 3.5
(commencing with Section 6250) of Di-
vision 7 of Title 1 of the Government
Code,has beendenied, andeach known
instance of delay in providingaccessto,
or copies of, records beyond the statu-
tory limits imposed by the applicable
provisions of this chapter or the Califor-
nia Public Records Act, and the statu-
tory basis or other reasons therefor.

Ifan agency fails to file such a report, the of-
fice promptly shall inform the agency and if
the agency fails to comply within 30 days
thereafter, the office shall reportthe failure as
aviolation in its annual reportto the Legisla-
ture pursuant to Section 1798.11.

In addition, upon the request of an individual
who is identified in a record system, or upon
the request of the Office of Information Prac-
tices, an agency shall, with respect to any
personal information in the record system,
explain the authority and purpose for main-
taining the information, the routine or prob-
able disclosures of the information, and the
retention and disposal policies pertaining to
the information.

* * % * *

In the past, it was necessary for agencies to
includein their annual notices: 1) thepurpose
for maintaining the information, 2) routine or
probable disclosuresof the information,3) the
authority for maintaining the information, and
4) the retention and disposalpolicies pertain-
ing to the information. This requirement for-
merly was incorporated in subsections (c),
(d), (e),and (f) of Section 1798.10. Although,
as of January 1, 1991, it is no longer neces-
saryto report this information, it should be
maintained by the contact person for each
personal information system since it must be
provided upon request.

Beginning with 1991, the notice (report) re-
quired by Section 1798.9and 1798.10 con-
sists of two parts. The first part consists of
information specified in subsections (a) and
(b) of Section 1798.10,an index or list of all
record systems as defined in 1798.3(h)and a
descriptionof access and amendmentproce-
dures. All agencies must submitthis informa-
tion to comply with these two subsections
which also will serve as the agencies' public
directoriesfor theirpersonalinformation. The
secondpartconsistsof informationrequested
in subsections (c)and (d) of Section 1798.10.
Notallagencies willhavereportableinstances
of unlawful accessing or distributing of per-
sonalinformation and/or reportableinstances
in which delays or denials occurred with re-
spect to accessing information under the In-
formation PracticesAct or the CaliforniaPublic
Records Act. If that is the case, the agency
need only provide statements to that effect
on Part 6 of Form SPB-14. (See Appendix
5) However, thoseagencies with reportable
instances pursuant to subsections (c) and
(d) must provide information on them on the
second part of Form SPB-14 . The annual
report is due on March 31 of eachyear.

After an agency's initial report, only record
system changes need be reported to comply
with subsections (a) and (b) of Section
1798.10, together with a statement that the
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remainder of the record systems are un-
changed. If thereareno changestoanyofthe
record systems, a statement to that effect
shall suffice as the required notice. In deter-
mining whether to update a notice, consider
the foliowing:

1. The Office of InformationPractices has
found that the notices previously sub-
mitted require correction or clarification
and notifies you to that effect.

2. Youdiscover that a record system that
should have been reported was over-
looked.

3. New systems were created.

4. Existing systems were discontinued.

5. Two or more systems were combined
into one.

6. Arecord system previously reported as
one is separated into two or more.

7. Theaddition or deletion of kinds of data
maintained.

8. New uses or new disclosures of infor-
mation.

9. Transfers of custody of the record
system(s)organizationallyorgeographi-
cally (city).

10. Changes in procedures to access, re-
guest an amendment, or file a state-
ment of dispute.

If it is discoveredbetween filing periods thata
record system was omitted from the notice
reported to the Office of Information Prac-
tices, an amended notice should be filed right

away to bring the system info compliance.

For assistance in determining significant
changes, contact the Office of Information
Practices. (See Appendix 6, page 47, for an
example "No Change" Notice.)

Agencies are urged to regard carefully the
content of their systems of records in filing
their reports. Names or titles of record sys-
tems must be descriptive of the contents in
order to facilitate location of information by
bothindividualsandagencystaff. fanagency
has reported its record systems under very
broad titles, it should not require the individ-
ual seeking access to be more specificin

describing the record system to which he or
she seeks access.

Wherepractical, subsystemsmay beincluded
In one report to eliminate the need for sepa-
rate reports. Twoimportantconsiderationsin
determining whether or not to combine sys-
tems of records in one notice are:

1. Does the combined record sys-
tem's nameftitle adequately char-
acterize the nature of its contents?
and

2. Does the nameftitle allow agency
personnel to locate the information
with a minimum of relayed mes-
sages and delay in response to an
inquiry?

* X X X X

Report to the Legislature

51798.11. The Office of Information Prac-
tices shall, on or before June 30, 1988, and
annually thereafter, transmit a report to the
Legislatureregarding the compliance of state
agencies with the provisions of this chapter
and the California Public Records Act, Chap-
ter 3.5 (commencing with Section 6250) of
Division 7 of Title 1 of the Government Code
and recommendations for legislation to im-
prove state agencies' compliance with these
acts.

ARTICLE 5

AGENCY REQUIREMENTS
Relevance and Necessity

1798.14. Each agency shall maintainin its
records only personal information which is
relevant and necessary to accomplish a pur-
pose of the agency required or authorized by
the California Constitution or statute or man-
dated by the federal government.

* % * * %



In determiningthe relevance and necessity of
information, an agency must carefully weigh
the information needed to fulfill its statutory or
constitutional mandate with the individual's
righttoprivacy. Key questionsin thisprocess
are "How do we use the information?" and
"Howwouldourprogrambe impaired if we did
not have it?" (See also the comments follow-
ing Section 1798.17 regarding requiring indi-
viduals to divulge their social security account
numbers.)

* * * * %

Collection from Subject Individual

1798.15. Each agency shall collect per-
sonal informationto the greatest extent prac-
ticable directly from the individual who is the
subject of the information rather than from
another source.

Common sense should be the best guide in
complying with this section. Obviously when
information is gathered in an investigation of
any kind, thirdpantiesmay furnishmuchof the
personal information about the individual to
whom the information pertains.

Record of Sources

1798.16. Whenever an agency collects
personal information, the agehcy shall main-
tain the source or sources of the information,
unlessthe source isthe datasubjector he has
received a copy of the source document,
including, but not limited to, the name of any
sourcewho is anindividualacting in his or her
own private or individual capacity. If the
source is an agency, governmental entity or
other organization, such as a corporation or
association, this requirement can be met by
maintaining the name of the agency, govern-
mental entity, or organization, as long as the
smallest reasonably identifiable unit of that
agency, governmental entity, or organization
is named.

The agency shall maintain the source or
sources of the information in a readily acces-
sible form so as to be able to provide it to the
data subject when they inspect any record
pursuant to Section 1798.34. This section
shall not apply if the source or sources are
exempt from disclosure under the provisions
of this chapter.

Theidentities of sources may be exempt from
theindividual's right of access under Sections
1798.38 and 1798.40,but there may be other
reasons to maintain the source of information,
such as where necessary to support an
adminsitrative or judicial proceeding. The
source might then become the proper subject
of a discovery motion.

Notice toIndividuals

1798.17. Each agency shall provide on or
with any form used to collect personal infor-
mation from individualsthe notice specifiedin
this section. When contactwith the individual
is of a regularly recurring nature, an initial
notice followed by a periodic notice of not
morethan one-year intervals shall satisfy this
requirement. This requirement is also satis-
fied by notification to individuals of the avail-
ability of the notice inannualtax-related pam-
phlets or booklets provided for them.The
notice shall include all of the following:

(@) The name of the agency andthe division
within the agency that is requesting the
information.

(b) The title, business address, and tele-
phone number of the agency official
who is responsible for the system of
records and who shall, upon request,
inform an individual regarding the loca-
tion of hisor herrecords andthe catego-
ries of any persons who use the infor-
mation in those records.

(c) The authority, whether granted by stat-
ute, regulation, or executive order which



authorizes the maintenance of the infor-
mation.

(d) Withrespectto each itemof information,
whether submission of such information
is mandatory or voluntary.

(e) The consequences, if any, of notprovid-
ing all or any part of the requestedinfor-
mation.

() Theprincipalpurposeor purposeswithin
the agency for which the information is
to be used.

(@ Any known or foreseeable disclosures
which may be made of the information
pursuantto subdivision (e) or ( f) of Sec-
tion 1798.24.

(h) The individual's right of access to rec-
ords containing personal information
which are maintainedby the agency.

This section does not apply to any enforce-
ment document issued by an employee of a
law enforcement agency inthe performance
of his or her duties wherein the violator is
providedan exact copy of the document, or to
accident reportswhereby the parties of inter-
est may obtain a copy of the report pursuant
to Section 20012 of the Vehicle Code.

The notice required by this section does not
apply to agency requirements for an individ-
ual to provide his or her name, identifying
number, photograph, address, or similariden-
tifying information, if this information is used
only for the purpose of identification and
communication with the individual by the
agency, exceptthat requirements for an indi-
vidual's social security number shall conform
with the provisionsof the Federal Privacy Act
of 1974 (Public Law 93-579).

* * * * %

One comprehensive notice may be used to
meet these requirements for a package or
series of closely related forms. (See the
example, Appendix 1, page 35.)

The Federal Privacy Actof 1974,P.L. 93-579,
also requires federal, state and local agen-
cies to inform an individual whose social
security account number is requested by that
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agency whether disclosure is mandatory or
voluntary, by whatstatutory or other authority
the number is solicited, and what uses will be
made of it.

The federal law prohibits federal, state and
local government agencies from denying an
individual any right, benefit or privilege pro-
videdby law based 0n thatindividual'srefusal
to disclose his or her social security account
number. Exceptions are made in situations
where disclosure is required by federal stat-
ute or where the agency had a system of
records in existence and operating before
January 1, 1975, if such disclosure was re-
quired under statute or regulation adopted
prior to that date to verify the identity of the
individual. This provision is found in Section
7 ofthe Act and is not part of the codified law,
5 United States Code 552 (a) which contains
the principal part of the Act. Amendments to
the Social Security Act, 42 United States
Code 405 and 408 by the Tax Reform Act of
1976[Public Law 94-455 at Section 1211 (b)],
also allow agencies administering any tax,
generalpublicassistance,driver'slicense and
motor vehicleregistrationprograms to require
disclosure of the social security account
number.

* *x k* % %

Requirements for Accuracy,
Relevance, etc.

1798.18. Each agency shall maintain all
records, to the maximumextentpossible,with
accuracy, relevance, timeliness, and com-
pleteness.

Such standard need not be met except when
such records are used to make any determi-
nation about the individual. When an agency
transfers a record outside of state govern-
ment, it shall correct, update, withhold, or
delete any portion of the record that it knows
or has reason to believe is inaccurate or
untimely.

 *x k* % %
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The second paragraph of this Section should
be interpretedso as torelieve anagency from
having to constantly go through its files to
make sure that all information is accurate,
relevant, timely and complete. It should not
be interpreted to deny a legitimate request
pursuant to Section 1798.35 to amend the
record.

Each agency is responsible for determining
its own record retention and destructionpoli-
cies consistent with the body of law specifi-
cally governing each record system. The
RecordsManagementAct (GovernmentCode
Sections 14740-14768), the State Adminis-
trative Manual (Section 1600 et seq.), and
Government Code Sections 6200 and 6201,
which provide penalties for the unlawful de-
struction or alteration of public records, also
apply tomostagenciesin theexecutivebranch
of State Government.

Government Code Section 19589 prohibits
the maintenance of letters of reprimandin a
Stafe civil service employee's personnel file
for longer than 3years. Government Code
Section 19635prohibits bringing punitive ac-
tion against an employee after three years
from the cause of action, or discovery of the
cause, in cases of fraud, etc. Collective bar-
gaining agreements may also deal with this
subject and must be consideredin any deci-
sion relating thereto.

Copies of, or references to, grievances and
complaints filed by an employee should not,
as a general rule, be kept in the employee's
personnel file. Unless there is some good
reason to do so, suchpractice could be con-
strued as an unfairemploymentpractice, or to
be discriminatory.

Application of
Chapter to State Contracts

1798.19. Eachagency when it provides by

contract for the operation or maintenance of
records containing personal information to
accomplish an agency function, shall cause

consistentwith itsauthority, the requirements
of this chapterto be appliedto those records.
For purposes of Article 10 (commencingwith
Section 1798.55), any contractor and any
employee of the contractor, ifthe contract is
agreed to on or after July 1, 1978, shall be
consideredto be an employee of an agency.
Localgovernmentfunctions mandatedby the
state are notdeemed agency functions within
the meaning of this section.

For thepurpose of applying this section, three
considerationsare appropriate:

(a) A contractin this contextis a voluntary
agreementbetweena Stateagency and
some otherpersonor entity toperfoma
function that the State would otherwise
perform. State mandated local pro-
grams are not contractualin this sense.

(b) Records maintainedundercontractmust
be specified in the contractand central
to its purpose in order to be covered by
the Act.

(c) An "agencyfunction"for the purpose of
compliance with this Section is a func-
tion the State is authorized by constitu-
tional provision or statute to perform and
would perform directly, but for delega-
tionby contractas the termis usedin (a)
above.

Rules of Conduct for Persons
Responslblefor Personal Informatlon

1798.20. Eachagency shall establish rules
of conductfor persons involvedin the design,
development, operation, disclosure, or main-
tenance of records containing personal infor-
mation and instruct each such person with
respectto such rules and the requirementsof
this chapter, including any other rules and
procedures adopted pursuant to this chapter
and the remedies and penalties for noncom-
pliance.

* % % % %
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Rules of conduct serve as theagency'sstate-

ment of policyandinstructiontoits employees
regarding the Information Practices Act and
its implementation. (See Appendix 4, page
43, for an example.)

*x x x * %

Safeguards for
Personal information Required

1798.21. Each agency shall establish ap-
propriateandreasonableadministrative,tech-
nical, and physical safeguards to ensure
compliance with the provisions of this chap-
ter, to ensure the security and confidentiality
of records, and to protect against anticipated
threats or hazardsto their security or integrity
which could result in any injury.

* k  k k%

Records that contain personal informationin
identifiable form should not be kept on desk
tops, cardboard boxes and other unlockable
equipment where it is subject to perusal by
persons who have no legitimate business
with it.

See also S.A.M, Sections 4841-4845, relat-

ing to safeguards suggested by the Office of
Information Technology for electronically
maintained records.

* k% %

Designation of Responsible Employee

1798.22. Each agency shall designate an
agencyemployeeto be responsiblefor ensur-
ing that the agency complies with all of the
provisions of this chapter.

* k *x * %

The individual designated by the agency
shouldhave sufficientstature withintheagency
to assure prompt action to alleviate problems
and avoid violations to the greatest extent
possible.
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Review of Information
Maintained by Department of Justice

1798.23. The Department of Justice shall
review all personal information in its posses-
sion every five years commencing July 1,
1978, to determine whether it should continue
tobe exemptfrom access pursuantto Section
1798.40.

ARTICLE 6

CONDITIONS OF DISCLOSURE

Permissible Disclosures

1798.24. No agency may disclose any per-
sonal information in a manner that would link
the information disclosed to the individual to
whom it pertains unless the disclosure of the
information is:

(@) To the individual to whom the informa-
tion pertains.

(b)  With the prior written voluntary consent
of the individualtowhom the recordper-
tains, butonly if such consent has been
obtained not more than 30 days before
the disclosure, or inthe time limitagreed
to by the individual in the written con-
sent.

(c) To the duly appointed guardian or con-
servator of the individual or a person
representingthe individualprovidedthat
it can be proven with reasonable cer-
tainty through the possession of agency
forms, documents or correspondence
that such person is the authorized rep-
resentative of the individualto whomthe
information pertains.

(d) Tothose officers, employees, attorneys,
agents, orvolunteersofthe agencywhich
has custody of the informationif the dis-
closureisrelevantand necessary inthe
ordinary course of the performance of
their official duties and is related to the
purpose for which the information was
acquired.



(€)

(f)
(9)

(h)

(i)

()

Toaperson,ortoanotheragencywhere
the transfer is necessary for the trans-
feree agency to perform its constitu-
tional or statutory duties, and the use is
compatiblewith a purpose for which the
informationwas collectedandthe useor
transfer is listed in the notice provided
pursuantto Section 1798.9 or accounted
for in accordancewith Section 1798.25.
With respect to information transferred
from a law enforcement or regulatory
agency, or information transferred to
another law enforcement or regulatory
agency, a use iscompatible if the use of
the information requested is needed in
aninvestigationof unlawfulactivityunder
the jurisdictionof the requestingagency
or for licensing, certification, or regula-
tory purposes by that agency.

To agovernmental entity when required
by state of federal law.

Pursuant to the California Public Rec-
ordsAct, Chapter3.5 (commencingwith
Section 6250) of Division7 of Title 1 of
the Government Code.

To a person who has provided the
agency with advance adequate written
assurance that the information will be
usedsolely for statistical researchor re-
portingpurposes, butonly ifthe informa-
tion to be disclosed is in a form that will
not identify any individual.

Pursuant to a determination by the
agencywhich maintainsinformationthat
compelling circumstances exist which
affect the health or safety of an individ-
ual, if uponthe disclosdre notificationis
transmitted to the individual to whom
the information pertainsat his or herlast
known address. Disclosure shall notbe
made ifitis in conflictwith other state or
federal law.

To the State Archives of the State of
California as a record which has suffi-
cient historicalor other value to warrant
its continued preservation by the Cali-
fornia state government, or for evalu-
ation by the Director of General Serv-
ices or his or her designee to determine
whether the record has further adminis-
trative, legal, or fiscal value.

()

(1
(m)

(n)

(0)

(p)

(a)

(s)

To any person pursuantto a subpoena,
court order, or other compulsory legal
process if, before the disclosure, the
agency reasonably attempts to notify
the individual to whom the record per-
tains, and ifthe notification isnot prohib-
ited by law.

To any person pursuant to a search
warrant.

Pursuantto Article 3 (commencingwith
Section 1800) of Chapter 1 of Division2
of the Vehicle Code.

For the sole purpose of verifying and
paying government health care service
claims made pursuant to Division 9
(commencing with Section 10000) of
the Welfare and Institutions Code.

To a law enforcement or regulatory
agency when required for an investiga-
tion of unlawful activity or for licensing,
certification, or regulatory purposes,
unless the disclosure is otherwise pro-
hibited by law.

To another person or governmental or-
ganization to the extent necessary to
obtain information from the person or
governmental organization as neces-
sary for an investigation by the agency
of afailureto complywith aspecific state
law which the agency is responsible for
enforcing.

To the Office of Information Practices
when the transfer is necessary for that
office to investigate a complaint it has
received regarding an alleged violation
of this chapter or to perform its media-
tion functions, providedthat the Office of
Information Practices has received the
written voluntary consent of the individ-
ualto whom the information pertainsfor
such a transfer.

To an adopted person and is limited to
generalbackgroundinformationpertain-
ing to the adopted person's natural par-
ents, providedthat the informationdoes
not include or reveal the identity of the
natural parents.

To achild or agrandchild of an adopted
personanddisclosure is limitedto medi-
cally necessary information pertaining
to the adopted person's natural parents.

11



Howeverthe information, or the process
for obtaining the information, shall not
includeor revealthe identity of the natu-
ral parents. The State Department of
Social Services shall adopt regulations
governing the release of information
pursuant to this subdivision by July 1,
1985. The regulations shall require li-
censed adoption agencies to provide
the same services provided by the de-
partmentas establishedby this subdivi-
sion.

(t) To a committee of the Legislature or to
a Member of the Legislature, or his or
her staff when authorized in writing by
the member, where such member has
permissionto obtainthe informationfrom
the individual to whom it pertains or
where the member providesreasonable
assurance that he or she is acting in
behalf of the individual.

(u) To the University of California or a non-
profit educational institution conducting
scientificresearch, providedthe request
for information includes assurances of
the need for personal information, pro-
cedures for protecting the confidential-
ity of the information and assurances
that the personal identity of the subject
shall notbe further disclosedin individu-
ally identifiable form.

(v) Toaninsurerif authorizedby Chapter 5
(commencing with Section 10900) of
Division 4 of the Vehicle Code.

This article shall not be construed to require
the disclosure of personal information to the
individual to whom the information pertains
when that information may otherwise be with-
held as set forth in Section 1798.40.

This section permits, butdoes notrequire, the
disclosures listed within it. It would defer to
other statutes requiring disclosure. Section
1798.34 requires disclosure to the individual
towhomthe information pertains, or his or her
representative, unless the information may
be withheld pursuant to Sections 1798.38 and
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1798.40. Section 1798.68 requires disclo-
sure to a district attorney when subdivision

(e), (f)or (o) applies to the districtattorney's

request for disclosure.

Subdivision (6) protectsindividuals from pres-
sure to consent to disclosures of personal
data against their wishes when disclosure is
not necessary. An example might be where
they would be asked to permit disclosure of
their partic@ationin contributions to charity.
Thiswould be regarded as coerciveby some
Individuals.

If the individual initiates the action requiring
disclosure, such as by applying for a loan or
insurance, subdivision (b) is not violated by
confirming with the individual that he or she
will permit disclosure of the personal data
necessary to process the loan or insurance
policy. Permission to disclose should be
confirmedin such cases.

Authorizations for the disclosure of medical
Information are governed by the Confiden-
tiality of Medical InformationAct, Section 56
et seq. of the Civil Code. This statute speci-
fies the conditions under which health care
providers may disclosre medical information
and the conditions under which employers
and third party administrators (of health care
plans) may use and rediscloseit. It specifies
what constitutes a valid authorization (re-
lease) for disclosure.

Subdivision (c) should be interpreted to in-
clude the parents of minor children within the
term "guardian". However, the privacy of
wards, conservatees and minor children, if
assertable by them, must be respected. An
agency should be certain that the parent,
guardian or conservator has the legal right to
assert these rights for the child, ward or con-
servatee, or has the right to specific informa-
tionsuchas under Section45 140r 5328 of the
Welfare and Institutions Code.

In applying subdivision (d) to a question of
disclosure of personal information within an
agency, the key considerationis whether the
information is relevant and necessary for the



officer, employee, atforney or agent of the
agencytodohis orherjob. The"relatedtothe
purpose "requirementwillusuallybe metif the
disclosure relates to a legitimate purpose of
the agency.

For example, in order to resolve a discrimina-
tion complaint, it may be necessary for the
investigator to consider the qualificationsand
performance evaluations of other employees
comparable to the employee who filed the
complaint. In order to resolve a claim for
work-related injury or illness, it may be rele-
vant and necessary to consider the medical
history and performance evaluations of the
claimant. In order to make an appointment
decision, it is usually necessary to compare
thequalifications andperformanceevaluations
of the competitors for the position. Disclo-
sures between State agencies would come
under subdivision (e) and should follow the
same rationale.

Disclosures of employment information to
employers outside the state service could be
consideredto fall under either subdivision (e),
(compatible purpose) or (g) (public record),
however cautionis advisable when providing
negative information to prospective employ-
ers outside the state service. The preferred
practice would be to require a release from
the (former)employee. However, sincepuni-
tive actions, including termination, are acces-
sible information under the Public Records
Act, it maybe appropriate torespondfactually
toprospectiveemployerswhenasked, unless
there is a stipulation in a settlement to the
contrary. See the commentsbelowrelating to
disclosures under subdivision (9).

Subdivision (e) should be interpreted to re-
quire that whena disclosureofpersonal infor-
mation IS made to another State agency, it
must be:

a. hecessary for the receiving agency to
perform its constitutional or statutory
duties, and

b. compatible withapurpose for which the
information was collected, and

c. eitherlistedin the notice to the Office of
Information Practices pursuant to Sec-
tion 1798.700r accounted for each time
it is disclosed pursuant to Section
1798.25.

Disclosures to persons and entities other
than State agencies under this subdivision
must comply with b. and c.. Requirement a.
applies only to State agencies.

Vompatible with a purpose” should be inter-
preted to mean the use of information for any
purpose specificallyauthorizedor required by
law, or a use whichwould relate so closely to
a declared purpose for which information is
collected and maintained that a reasonable
person would foresee that this type of addi-
tional use might be made of the informatbn
at the time it was gathered, for example,
exchanges of performance related data
between state employers.

Subdivision (f) applies to disclosures to en-
tities of federal and local government which
are required by law. Examples are where a
county welfaredepartment or districtattorney
requestsinformation to assist themin locating
parents of children on welfare (Section 11478
Welfare and Institutions Code), or where the
federal Equal Employment Opportunity Com-
mission requests information relating to a dis-
crimination complaint (42 U.S.C.2000e et
seq.). The Information PracticesAct defersto
other laws whichrequiredisclosure. Anagency
should ask the requesting governmental en-
tity to cite its legal authority to require disclo:
sureif thereis any doubt. If therestrictionson
disclosure of personal information under the
IPA are explained to the requesting entity,
they should not object to citing their authority.
The authority for the information request
should not be demanded when the informa-
tion would normally be disclosed under the
Public Records Act.

Note that disclosures pursuant to subdivi-
sions (e) and (f) must be described on the
notice furnished to individuals when they are
asked to provide information about them-
selves, (Civil Code Section 1798.17).
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Subdivision ©) allowsdisclosuresofpersonal
informationin accord with the Public Records
Act. Section 1798.75 provides that the Infor-
mation Practices Act does not supersede the
Public Records Act, except where the PRA
would allow selling lists of names and ad-
dresses for commercial purposes (see Civil
Code Section 1798.60) and where the PRA
would allow withholding information from the
individual to whom it pertains when the infor-
mation is otherwise accessible under the IPA
(Civil Code Section 1798.70).

ThePublicRecordsActis based on the prem-
ise that government records should be open
to public inspection. It makes exceptions to
that general premise to protect other impor-
tant public interests, such as personal pri-
vacy, [Government Code Section 6254 (c)].
The exceptions are for the most part discre-
tionary, i.e., an agency does not violate the
PRA by disclosing a record that the law per-
mits it to withhold. Conversely, an agency
does not violate the /PA by disclosing per-
sonal informationpursuantto the PRA[see 64
Ops. Cal. Atty. Gen. 588 (1981)]. An agency
could violate the individual's constitutional
right of privacy or create a cause of action on
other grounds, however, if reasonable careis
not exercised in disclosingpersonal informa-
tion to thepublic. Whento discloseandwhen
to withhold must be based on guidance in
statute, case law, legal opinions, contempo-
rary societal values and common sense.

Generally speaking, as the informationbears
less onpublic activities, plans; decisions and
policy, and more on the private life of individu-
als, including public officers and employees,
the more likely it is that the privacy exemption
in the Public Records Act may and should be
invoked, [see 53 Ops. Cal. Atty. Gen., 146
(1970)].

A state employee's home address and home
telephone number are exempt from dis-
closure under the Public Records Act, with

specific exemptions, (G.C. Section 6254.3).

This codifies what had been the advice of
the Office of Information Practices since
1978 and general state policy before that.
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Individuals licensed by the State to practice a
trade or profession are generally accorded
the same consideration in State policy unless
the addressof record with the licensing agency
is also the licensee's home address, and is
thusregardedas the official place from which
thelicensee conductsbusinesswiththe public.

With respect to information the public is en-
titled to concerning state employees, the fol-
lowing general policy has been in effect for
years, at least with respect to the State Civil
Service:

name

employing agency and name of unit
work location

classification

job description, duties and responsibili-
ties

gross salary rate

date appointed/separated

time base, e.g., full time, part time
tenure, e.g., permanent, probationary
cost to the state for training, travel, at-
tendance at conferences, etc.

PoooTe

—

When an employee is subject to harm be-
cause of the nature of his or herjob or unique
personal circumstances, exceptions to the
general policy are called for. Some employ-
ers allow the use of pseudonyms, for ex-
ample, so long as the employee is account-
able to his or her superiors.

Performance evaluations should not be con-
sidered open to public inspection unless they
are at issue in an adversary proceeding.
Records of adverse actions may not always
be a matter ofpublic concern, but it should be
borne in mind thata notice of such actionfiled
with the State Personnel Board is considered
tobe accessibleto thepublic,just as hearings
on appeals are consideredopento the public,
with rare exceptions to protect minors, wards
and patients under special circumstances.

Disclosure of personal information to the
individual to whomiit pertains does not waive
theprivilege to withholditfromanothermember



of the public (G.C. Section 6254.5). Disclo-
sure to public officers and employees acting
withinthe scope of theirpublicresponsibilities
also does not waive the privilege because
they are not members of the public for the
purposes of the PRA G.C. Section 6252 (f)].

Just because personal information is in a
public record somewhere, e.g., the county
courthouse, does not mean thatitmay forever
be redisclosed with impunity [Briscoe v.

Reader's Digest Association, Inc.,483P.

2d 34, (1971)]. In deciding cases of com-
plaints of this nature, the courts weigh the
"newsworthiness", of the information, e.g.,
relevance to a significant public concern,
againstthe plaintiffs' own efforts to live a law-
abiding andprivate life. Thecourtsrecognize
that there is a de facto protection ofprivacy
with respect to such records, Le., with the
passage of time they fall into obscurity and
only someone with very specific knowledge
would be likely to gain access to them. [See
also Melvin v.Reid, 712 Cal.App.285(1937)].

See the comparisonof the general features of
the Information Practices Act and the Public
Records Act, Appendix 7,page 49.

Disclosures under subdivisions (i), (k), (1),
(oand (p) should be logged (accountedfor)
in accord with Section 7798.25. Disclosures
under subdivisions (e) and (f) must also be
accounted for as they occur if they are not
listed by type on the notice pursuant to Sec-
tions 1798.9and 7798.70 (form SPB-74).

Thephrase in subdivision (k), the individual
to whom the record pertains” should be inter-
preted to include any individual identified in
the record, if the information would not nor-
mally be disclosed under the Public Records
Act.

* * *x *x %

ARTICLE 7

ACCOUNTING OF DISCLOSURES

When Accounting Is Required

1798.25. Eachagencyshallkeepan accu-
rate accounting of the date, nature, and pur-
poseof each disclosure of a record made
pursuant to subdivision (i), (k), (1), (0), or (p)
of Section 1798.24. This accounting shall
also be requiredfor disclosures made pursu-
antto subdivision (e) or (f ) of Section 1798.24
unless notice of the type of disclosure has
been provided pursuant to Sections 1798.9
and 1798.10. The accounting shall alsoin-
cludethe name, title, andbusiness address of
the person or agency to whom the disclosure
was made. Forthe purpose of an accounting
of a disclosure made under subdivision (o) of
Section 1798.24, it shallbe sufficient for a law
enforcement or regulatory agency to record
the date of disclosure, the law enforcement or
regulatory agency requesting the disclosure,
and whether the purpose of the disclosure is
for an investigation of unlawful activity under
the jurisdiction of the requesting agency, or
for licensing, certification, or regulatory pur-
poses by that agency.

Routine disclosures of information pertaining
to crimes, offenders, and suspected offend-
ersto lawenforcementor regulatory agencies
of federal, state, and local government shall
be deemed to be disclosures pursuant to
subdivision (e) of Section 1798.24 for the
purpose of meeting this requirement.

*x kX k* %

The logging of (accounting for) disclosures
may be in any form which meets an agency's
convenience, so long as:

1. The date, nature and purpose of
each disclosure is accounted for,
and

2. theaccountingincludes the name,
title and business address of the
person or agency to whom the dis-
closure was made, and
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3. theaccountingis identifiable with,
and traceable to, the information
disclosed, and

4. the accounting is made available
to the subject when access to the
pertinent records is requested.

An example form for logging disclosures is
included as Appendix 3, page 41. Agencies
are free to use this form or develop one more
appropriateto their needs, so long asit meets
the requirementsas in 1 through 4, above. A
copy of a memo transmittinginformationfrom
the file makes an acceptable accounting if it
contains the four necessary elements. Some
agencies keep the record of disclosures only
in the file from which disclosures are made.
Others keepa dualrecord,is., a chronologi-
cal log pius a record in each file. If only a
chronological log is kept, an individual must
not be allowed access to the record of disclo-
sures relating to other individuals.

If the record of disclosure itself meets a defi-
nition of exempt information in Section
1798.40, as for example reflecting a disclo-
sure to a law enforcementagency for a con-
fidential criminalinvestigation, it may be with-
held from disclosure to the individual to whom
the information pertains in accord with the
applicable subsection of Section 1798.40.

* k* Kk * %

Vehicle Registration and
Drivers' License
Information-Sale-Safeguards

1798.26. With respect to the sale of informa-

tion concerning the registration of any vehicle
or the sale of information from the files of
drivers' licenses, the Department of Motor
Vehicles shall, by regulation, establish ad-
ministrative procedures under which any
person making a request for informationshall
be required to identify himself or herself and
statethe reasonfor makingthe request. These
procedures shall provide for the verification of
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the name and address of the person making
a request for the information and the depart-
ment may require the person to produce the
information as it determines is necessary in
order to ensure that the name and address of
the person are his or her true name and

address. These_pmsedutes_ma;mmmdm

ijon. These procedures

shallalso providefor notificationto the person
towhom the information primarily relates, as
towhatinformationwas providedandto whom
it was provided. The department shall, by
regulation, establish a reasonable period of
time for which a record of all the foregoing
shall be maintained.

The procedures required by this subdivision
do not apply to any governmental entity, any
person who has applied for and has been
issuedarequestercode by the department, or
any court of competentjurisdiction.

Retention of Disclosure Accounting

1798.27. Each agency shall retain the ac-
counting made pursuant to Section 1798.25
for at least three years after the disclosure for
which the accounting is made, or until the
record is destroyed, whichever is shorter.

Nothing in this section shall be construed to
require retention of the originaldocuments for
athree-year period, providing that the agency
can otherwise comply with the requirements
of this section.

Requirement to Inform of
Corrections or Disputes

1798.28. Eachagency, after July 1, 1978,

shall inform any person or agency to whom a
record containing personal information has
been disclosed during the preceding three
years of any correction of an error or notation
of dispute made pursuantto Sections 1798.35
and 1798.36if (1) an accounting of the disclo-
sureisrequiredby Section1798.250r 1798.26,
and the accounting has not been destroyed
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pursuantto Section 1798.27, or (2) the infor-
mation provides the name of the person or
agency to whom the disclosure was made, or
(3) the person who is the subject of the dis-
closed record provides the name of the per-
son or agency to whom the information was
disclosed.

ARTICLE 8

ACCESS TO RECORDS AND
ADMINISTRATIVE REMEDIES

Agency Regulations or Guidelines

1798.30. Each agency shall either adopt
regulations Or publish guidelines specifying
procedures to be followed in order fully to
implementeach of the rights of individuals set
forth in this article.

* % % % *

Agency procedures for individuals to inspect,
obtain copies, request amendments and file
statements disputing information about them
should include:

a.  Whoto contact (nhame or title and
business address)for eachrecord
system, and who to appealtoif all
or any part of the request is de-
nied.

b.  Whetherrequests need be in writ-
ing.

c.  Whereand when records may be
inspected in person (reasonable
office hours).

d. Fees, if any, for copies of records
(see comments after Section
1798.33).

e. Proof of identity that will be re-
quired when the individual’'s iden-
tity (or his or her representative’s)
is notcertain,for exampleadriver's
license for personal appearance,
a notarized signature for wriffen
requests. For sensitive (e.g.,

medical) records you might con-
sider having the requester sign an
acknowledgment of the penalties
for requesting or obtaining rec-
ords under false pretenses (Civil
Code Section 1798.56).

f. Whatinformationis likely tobe ex-
empt, if any, from the individual's
right of access in accord with Civil
Code Sections 1798.38, 1798.40
and 1798.42.

g. Approximate time the agency will
respond to the request for inspec-
tion, copies, amendments, ap-
peals, etc. (within the limits speci-
fiedin Sections 1798.34, 1798.35,
1798.36 and 1798.41).

h.  Limitations on what will be ac-
ceptedas arebuttal to informa;ion
in the file (see the comments after
Section 1798.36).

See Appendix 2, beginning at page 37 for an
example of an agency’s procedures imple-
menting the rights under this Article.

* e

1798.31. Repealed by Chapter 595, Stat-
utes of 1985.

Inquiries Regarding
Personal Informatlon

1798.32. Each individual shall have the
right to inquire and be notified as to whether
the agency maintains a record about himself
or herself. Inquiriesshall specify the name or
title of the system of records as filed under
Section 1798.9. Agencies shall allow indi-
viduals to review the notices that they have
submitted to the Office of Information Prac-
tices pursuant to Section 1798.9, and shall
take other reasonable steps to assist indi-
viduals in making their requests sufficiently
specific.

Any such notice sent to an individual which in

any way indicates that the agency maintains
any such record shall include the title and
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business address of the agency official re-
sponsible for maintaining the records, the
procedures to be followed to gain access to
the records, and the procedures to be fol-
lowedfor an individualto contestthe contents
of such records unless the individual has
received this notice from the agency during
the past year.

In implementing the right conferred by this
section, an agency may specify in its rules or
regulations reasonable times, places, and
requirementsfor identifying an individualwho
requests access to a record, and for disclos-
ing the contents of a record.

Fees for Copies

1798.33. Each agency may establish fees
to be charged, if any, to an individual for
making copies of a record. Such fees shall
exclude the cost of any search for and review
of the record, and shall not exceedten cents
($0.10) per page, unless the agency fee for
copying is established by statute.

* *k *x * %

Fees may be charged for copies of records
only when the individual wishes to take pos-
session of copies.

Fees for providing copies of records must not
exceed ten cents ($.10)per page unless a
higher fee is established by statute. If the
statute clearly sets the fees to be charged or
provides that the agency will establishthe fee
and such fee was established under adminis-
trativelaw prior toJuly 1, 1978, (effectivedate

of the IPA) then the establishedfee applies. If
no fee was establishedby statute or adminis-
trative law prior to July 1, 1978 only aspecific
and more recent statute would take prece-

dence over the IPAprovision for the ten-cent
limit.

Since tape recordings of interviews and hear-
ings can be reproduced and maintain their
comprehensibility, this method of furnishing
copiesis preferable froma cost perspective to
producing a transcript, if the latter has not
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already been produced for the agency's pur-
poses. Fees charged for tapes may be suffi-
cient to recover the costs of making copies.

Copiesof X-rays and electronic tracings may
be charged for sufficient to recover the copy
Costs.

ItIs suggestedthat for the purpose of assess-
ing a fee for computer printouts, each perfo-
rated section be considered a page.

Inability to pay fees should not be a reason
for denial of copies to an individual. Where
a credible claim of inability to pay is made by
the Individual, as for example, by a person
on public financial assistance or a meager
pension, fees should be reduced or waived
entirely unless thisis precluded by law. Some
agencies also waive fees for copies where
the cost of collecting and accounting for the
fees exceeds the amount that would be col-
lected. Note that Civil Code Section 1798.33
Implies that fees may be waived, i.e., "Each
agency may establish fees to be charged, If
any, . . . etc." (emphasisadded.)

Individual's Right of Access
to Personal Information

1798.34.

(@) Except as otherwise provided in this
chapter, each agency shall permit any
individualuponrequestandproperiden-
tificationto inspectall the personalinfor-
mation in any record containing per-
sonal information and maintained by
reference to an identifying particular
assignedto the individualwithin 30 days
of the agency's receiptof the requestfor
active records, andwithin 60 days of the
agency's receipt of the request for rec-
ords that are geographically dispersed
or which are inactive and in central stor-
age. Failure to respond within these
time limits shall be deemed denial, In
addition, the individual shall be permit-



ted to inspect any personal information
about himself or herselfwhere itis main-
tained by reference to an identifying
particular other than that of the individ-
ual, if the agency knows or should know
that the informationexists. The individ-
ualalso shall be permittedto inspectthe
accounting made pursuant to Article 7
(commencing with Section 1798.25).
(b) The agency shall permit the individual,
and, upon the individual's request, an-
other person of the individual's own
choosing to inspect all the personal in-
formation in the record and have an
exact copy made of all or any portion
thereof within 15 days of the inspection.
It may require the individual to furnish a
written statement authorizingdisclosure
of the individual's record to another
person of the individual's choosing.
© The agency shall present the informa-
tion in the record in a form reasonably
comprehensible to the general public.
(d) Whenever an agency is unable to ac-
cessarecordbyreferenceto nameonly,
or when access by name only would
impose an unreasonableadministrative
burden, it may require the individual to
submit such other identifying informa-
tion aswill facilitate accessto the record.
(e) When anindividualis entitled under this
chapter to gain access to the informa-
tion in a record containing personal in-
formation, the informationor a true copy
thereof shall be made available to the
individual at a location near the resi-
dence of the individual or by mail, when-
ever reasonable.

* Kk Kk Kk %

Note that subdivision (a)gives an individuala
right to information pertaining to them even
when it might be kept under the name of
another person, entity, event, or by date,
among other possible reference systems.
Reason should prevail in determining the
extent of an agency's responsibility to locate
all the personal information about the individ-
ual. Theindividualhas someresponsibility to
assist the agency in locating the information

[Section 1798.34 (d)]. It wouldbe unreason-
able for an agency to search all of its files
based on an individual's vague contention
thatthey were "in there somewhere". Itwould
not be unreasonableto search the XYZ Cor-
poration filesbased onanindividual's conten-
tion that they were an officer of the corpora-
tion at a specified time.

State employees have the right of access to
any information recorded about them main-
tained by, or under the control of, the State.
This includes information maintained about
them by their supervisors and managers as
well as their "official” personnel files. Appli-
cants for State employment who are the
subjects of background investigations con-
ducted by the hiring agency have the right,
upon their request, to be provided witha cc?y
or a comprehensivesummary of the report of
the background investigation. The only ex-
ceptionsare provided by Section 1798.40, or
in the case of the identities of confidentialin-
formants, as provided by Section 1798.38.

Whilean agency may wishto incorporateinto
its regulations the time limits for access to
records provided under law, an effort should
be made to provide access as quickly as is
reasonable. Access procedures may differ
for each system of records and, in some
cases, it may be preferable to proceed care-
fullyand use more time (withinprescribed lim-
its) rather than make a costly mistake in an
effort to be accommodating.

The Information Practices Act does not spec-
ify calendar or working days in computing
time. Therefore, consecutive calendar days
are counted. The first day is excluded, and
the last day is included in the computation,
unless it falls on a weekend or holiday, then
the next regular working day counts as the
"deadline". (See Civil Code Section 70 and
'‘Government Code Section 6800.)

Copies and explanations of information in
agency records must meet the "comprehen-
sible to the general public" requirement
[Section 1798.34 (c)]. This phrase may be
interpreted to mean the English language,
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free of esoteric symbols and words, compre-
hensible to a person at the eighth grade
reading level. However, agenuine effortmust
be made to assist the individual whose com-
prehension of Englishis insufficlentto enable
them to understand the information.

Subdivision(e)is usually satisfied by forward-
ing larger files to an office of the agency
nearest the individual's residence for his or
her inspection. For smaller files, it may be
less costly to mail coples directly to the indi-
vidual, bearing in mind thatthe individualmay
not be charged for the copies unless they
request possession, as opposed to mere
inspection, of the copies.

* Kk k* * *

Requestsfor Amendments

1798.35. Each agency shall permit an
individualto requestinwriting an amendment
of a record and, shall within 30 days of the
date of receipt of such request:

(@) Make each correction in accordance
with the individual's request of any por-
tion of a record which the individual
believesisnotaccurate, relevant, timely,
or complete and inform the individual of
the correctionsmadeinaccordancewith
their request; or

(b) Inform the individual of its refusal to
amend the record in accordance with
such individual'srequest, the reasonfor
the refusal, the procedures established
by the agency for the individual to re-
questareviewbythe headof the agency
or an official specifically designated by
the head of the agency of the refusalto
amend, and the name, title, and busi-
ness address of the reviewing official.

Review of Refusal to Amend
1798.36. Each agency shall permit any

individual who disagrees with the refusal of
the agency to amend a recordto requesta
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review of such refusal by the head of the
agency or an official specifically designated
by the head of such agency, and, not later
than 30 days from the date on which the
individual requests such review, complete
such review and make a final determination
unless, for good cause shown, the head of the
agency extends such review period by 30
days. If, after such review, the reviewing
official refusesto amendthe record in accor-
dance with the request, the agency shall
permit the individualto file with the agency a
statement of reasonable length setting forth
the reasonsfor the individual'sdisagreement.

If the disputedinformation is an opinion, diag-
nosis, statement, etc., of another person

sometimes the only logical way to comply with

the requirements of this Section is toallow the
individualto file arebuttal or provide a counter
opinion, diagnosis, etc.

In hard-copy files, amendments and nota-

tions of disputes can be made directly. If the

agency refuses to amend, the individual must

be allowed to file a statement of reasonable
length. An arbitrary limit, such as not more

than 100 words, is not appropriate since rea-
sonable length will vary with circumstances.

However, in most cases, a one- to three-page

statement should suffice. Amendments and

statements of dispute must be kept as long as

the basic information is kept and disclosed

whenever that information is disclosed.

(Section 1798.37.)

For computer records, some device must be
employed which indicates to all users that
information in the files is under dispute and/or
additional information must be considered
before any decisionbased on the information
is made about the subject individual. This
may be accomplishedby cross-referencingto
another file which contains the amended or
disputed information.

An individual may dispute information Intro-
duced into evidence at an administrative
hearing, or the results of the hearing, but the



officialrecord of the hearing Itself may not be
altered except by the formal process of a
petition for rehearing or an appeal to the
courts. Nothing suggests against accepting
the individual's statement of rebuttal to be
filed and disclosed with the official record of
the hearing, however.

Requirementsfor Disclosure of
Disputed Information

1798.37. The agency, with respect to any
disclosure containinginformationaboutwhich
the individual has filed a statement of dis-
agreement, shall clearly note any portion of
the record which is disputed and make avail-
able copies ofsuchindividual'sstatementand
copies of a concise statement of the reasons
of the agency for not making the amendment
to any personor agencytowhomthe disputed
record has been or is disclosed.

Deletion of Source

1798.38. If information, including letters of
recommendation,compiledfor the purpose of
determining suitability, eligibility, or qualifica-
tions for employment, advancement, renewal
of appointmentor promotion, status as adop-
tive parents, or for the receipt of state con-
tracts, or for licensing purposes, was received
with the promiseor, priorto July 1,1978, with
the understanding that the identity of the
source of the information would be held in
confidence andthe source is notin a supervi-
sory positionwith respect to the individual to
whom the record pertains, the agency shall
fully inform the individualof all personalinfor-
mation about that individualwithout identifica-
tion of the source. This may be done by
providing a copy of the text of the materialwith
only such deletions as are necessary to pro-
tect the identity of the source or by Providing
a comprehensive summary of the substance
of the material. Whichever method is used,
the agency shall insure that full disclosure is
made to the subject of any personalinforma-
tion that could reasonably in any way reflect

or convey anything detrimental, disparaging,
or threatening to an individual's reputation,
rights, benefits, privileges, or qualifications,
or be used by an agency to make a determl-
nation that would affect an individual's rights,
benefits, privileges, or qualifications. Ininsti-
tutions of higher education, "supervisory
positions" shall not be deemed to include
chairpersons of academic departments.

Restating the law, where the source person,
whois not inasupervisory relatlonship to
the individual, provided information to an
agency,underapromiseofconfidentiality
and the information relates to one of the
purposes specified in this Section or in subdi-
vision (d)of Section 7798.40, the identity of
the source may be withheld. The individual
must either be allowed access fo an exact
copy of the information with only deletion of
the source person's identity, or be provided a
comprehensive summary of the substance of
the information with particular attention to
providing any personal information that could
affectthe individual'sreputation, rights, bene-
fits or privileges. This requirementtoprovide
informationto theindividualdoes not apply to
criminallaw enforcementinformation, as set
forthin subdivisions (a), (6)and (c) of Section
1798.40.

It should be noted that the identities of sources
of information may be discoverable in litiga-
tion and the Act would defer to the applicable
law in such cases (Sections 1798.71 and
1798.76).

* % * *x *

Records Evidencing Property Rights

1798.39. Sections 1798.35, 1798.36, and
1798.37 shall not apply to any record evidenc-
ing property rights.

Exempt Information

1798.40. This chapter shall not be con-
strued to require an agency to disclose per-
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sonal information to the individual to whom
the information pertains, if the information
meets any of the following criteria:

(@) Iscompiled for the purpose of identify-
ing individual criminal offenders and
alleged offenders and consists only of
identifyingdataand notationsof arrests,
the nature and disposition of criminal
charges, sentencing, confinement, re-
lease, and parole and probationstatus.

(b) Iscompiledfor the purpose of a criminal
investigation of suspected criminal ac-
tivities, including reports of informants
and investigators, and associated with
an identifiable individual.

(c) Iscontained in any record which could
identify an individualand which is com-
piled at any stage of the process of en-
forcement of the criminal laws, from the
arrest or indictment stage through re-
lease from supervision and including
the process of extradition or the exer-
cise of executive clemency.

(d) Is maintained for the purpose of an in-
vestigation of an individual's fithess for
licensure or public employment, or of a
grievance or complaint, or a suspected
civil offense, so long as the information
iswithheld only so as notto compromise
the investigation, or a related investiga-
tion. The identities of individuals who
provided information for the investiga-
tion may be withheld pursuant to Sec-
tion 1798.38.

(e) Would compromise the objectivity or
fairness of a competitive examination
for appointment or promotion in pub-
lic service, or to determine fitness for
licensure, or to determine scholastic
aptitude.

() Pertainsto the physical or psychologi-
cal condition of the individual, if the
agencydeterminesthatdisclosurewould
be detrimental to the individual. The in-
formation shall, upon the individual's
written authorization, be disclosed to a
licensed medical practitioner or psy-
chologist designated by the individual.

(g) Relatesto the settlement of claims for
work-related illnesses or injuries and is
maintained exclusively by the State
Compensation Insurance Fund.

(h) Is required by statute to be withheld
from the individualto whom it pertains.

This section shall notbe construedto deny an
individual access to information relating to
him or her if access is allowed by another
statute or decisional law of this state.

This section fulfills the purpose previously

served by the term "confidential information".
This term was confused with the normal

meaning of the term, ie., information givenin

confidence, but not necessarily (usually not)

inaccessible to the individual to whom it per-

tained. The term "exempt"is a more logical

term in the context of being an exception to

the individual's ordinary right of access.

Subdivisions (a), (b) and (c) exemptinforma-
tiongathered for the purpose of enforcingthe
criminal law from the individual's right of ac-
cess under Section 1798.34. These subdivi-
sions do not apply to the personnel files of
peace officer employees or applicants for
peace officerpositions, except to documents
relating to violations of the criminal law and
resulting enforcement proceedings against
the employees or applicants.

Investigations of noncriminal matters, includ-
ing background investigations of prospective
employees, are protected for the duration of
the investigation by subdivision (d). The
identities of sources of information used in
noncriminal investigations, including back-
ground investigations, may be protected as
provided by Section 1798.38; i.e., disclose
either the exactinformationwith the identity of
the source deleted or provide a comprehen-
sive summary. Once the investigation is
completed, all individuals identified in the
record have the right of access to any infor-
mationpersonal to them, whetherthey are the
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accused party, the accuser, or a witness. In
providing access to one individual, the per-
sonal information about others should be
deleted, otherwise the privilege to withhold
the record from the general public may be
waived.

Other statutes and case law may allow an
individual access to information that is ex-
empt from their right of access under the IPA
and such other law prevails. See Sections
1798.70,1798.71and 1798.76,pages 30and
31, and the pertinent comments.

Subdivision (e) protects examination materi-
als so as to preserve the integrity of the
examinationprocess. Normaliy this applies
when an examination uses the same ques-
tions and answers on a continuous basis. If
that is the case, the questions (items, prob-
lems, etc.), the correct or preferred answers
and the scoring keys may be withheld. The
examinees' own responses should not be
withheld, even though they are of question-
able value to him or her withoutthe questions
and correct answers. In the case of oral
examinations it may be necessary to delete
the questions from the recording.

Scores assigned to an examinee, including
by individual examiners, should be acces-
sible to the examinee.

Subdivision (f) is intended to protect the
subject of the information from harm and
typically applies to psychiatric information. It
is appropriate to assume that if the informa-

tion could reasonably upset the individual to
the point of motivating them to harm either
themselves or others, the consequences of
disclosurewouldbe detrimental to the individ-
ual within the subsection's meaning. Consult
a trained professional if there is some doubt
about releasing medical/psychiatricinforma-
tion to the individual it relates to. It may also
be agoodideatodiscussthesituationwiththe
practitioner designated by the individual be-
fore referring the record to thatperson pursu-
ant to the individual's request.

With respectto subsection (h), we know of no
statute specifically requiring an agency to
withhold information from the individual it
pertains to, but the IPA would defer to such a
statute if and when it applied.

The attorney-clientprivilege is often cited as
anagency'sauthority for withholdinginforma-
tion from an individual. Notwithstanding
Section 1798.70, whichprovides that the IPA
supersedes any other provision of state law
that authorizes an agency to withhold infor-
mation from an individual which is otherwise
accessible under the Act, competent legal
authority advises us that this privilege is not
supersededby the IPA. Itis the communica-
tion that is protected by the privilege, not
necessariiy the personal information commu-
nicated. In other words, an individual has
no right to know whatan agency asks of its
legal counsel, or what counsel advises the
agency, but the agency also has no right to
shield information existing independent of
the communicationbetween clientand coun-
sel as being privileged just because it be-
comes the subject of such communication.
See Wilson v. Superior Court (1964) 226
CA2d 71538 Cal. Rptr. 255, and Evidence
Code Section 950 et seq. See also Section
1798.71 and the comments following it, page
30, regarding the rights of litigants.

* * * * *

Requests for Exempt Information

1798.41.

Except as provided in subdivision (), if
the agency determinesthat information
requested pursuantto Section 1798.34
is exempt from access, it shall inform
the individual in writing of the agency’s
finding that disclosure is not required by
law.

Except as provided in subdivision (c),
each agency shall conduct a review of
itsdetermination that particular informa-
tion is exempt from access pursuantto
Section 1798.40, within 30 days from
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the receipt of arequestby an individual
directly affected by the determination,
andinformthe individual inwriting of the
findings of the review. The review shall
be conductedby the head of the agency
or an official specifically designated by
the head of the agency.

(¢) If the agency believes that compliance
with subdivision (a) would seriously in-
terfere with attempts to apprehend per-
sons who are wanted for committing a
crime or attempts to prevent the com-
mission of a crime or would endanger
the life of an informant or other person
submitting information contained in the
record, itmay petitionthe presidingjudge
of the superior court of the county in
which the recordis maintainedto issue
an ex parteorderauthorizingthe agency
to respondto the individualthat no rec-
ord is maintained. All proceedings be-
fore the court shall be incamera. If the
presiding judge finds that there are
reasonable grounds to believe that
compliance with subdivision (a) will
seriously interfere with attempts to
apprehend personswho are wanted for
committing a crime or attempts to pre-
vent the commission of a crime or will
endanger the life of an informant or
other person submitting information
contained in the record, the judge shall
issue an order authorizingthe agencyto
respondto the individual that no record
is maintained by the agency. The order
shall not be issued for longer than 30
days but can be renewed at 30-day
intervals. If a request pursuant to this
section is received after the expiration
of the order, the agency must either
respond pursuant to subdivision (a)
or seek a new order pursuant to this
subdivision.

* % % % %

In complying with subdivision (a), an agency
should inform the individual of the statutory
authority supporting its denial of access to
information relating to the individual. Don't
cite the exceptionsin the Public Records Act
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(G.C. Sections 6254 and 6255) as the basis
for denial as these provisions do not apply to
requests by the individual who is the subject
of the information. See Section 1798.70,
page 30.

Thereview required by subsection (b) follows
a request by the individual for such a review;
i.e., it need not be automatic.

* *  * * *

Deletion of Personal Information
About Others

179842. In disclosing information con-
tained in a record to an individual, an agency
shall not disclose any personal information
relating to another individual which may be
contained in the record. To comply with this
section, an agency shall, in disclosing infor-
mation, delete from disclosure such informa-
tion as may be necessary. This section shalll
not be construedto authorizewithholdingthe
identities of sources except as provided in
Sections 1798.38 and 1798.40.

When making information available to one
person where the information identifies indi-
vidualsbesides the person receiving the rec-
ord, theidentitiesand otherpersonalinforma-
tion about the other individuals should be
deleted, unless,withrespectto their identities
only, they are sources of information about
the first person not protected by Sections
1798.38 and 1798.40, or unless the personal
information concerning the other individuals
is considered properly disclosed under the
Public Records Act.

* * * * *

Disclosure of Exempt Informatlon
Not Required

1798.43. In disclosing information con-
tained in a recordto an individual, an agency
need not disclose any information pertain-
ing to that individual which is exempt under
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Section 1798.40. To comply with this section,
an agency may, in disclosing personal infor-
mation containedin a record, delete from the
disclosure any exempt information.

If information exempt from the individual's
right of accesspursuant to Section 1798.40is
disclosed to a third party under the Public
Records Act, the agency may not subse-
quently deny the individual (or anyone else)
access to the same information. Theagency
has waived its privilege to withhold the Infor-
mation. (Government Code Section 6254.5).
Disclosuresto federal, stateand local govern-
ment entities for official purposes would not
waive the privilege.

* * *x % %

Application of Article
to Individual

1798.44. This article appliesto the rights of
an individual to whom personal information
pertains and not to the authority or right of any
other person, agency, other state govern-
mentalentity, or governmentalentity to obtain
this information.

* * * % %

We view this section to mean, among other
things, that the next of kin of a deceased
person have no right under this Article to
accessrecords of thedeceased. Onthe other
hand, we don'tbelieve thatArticle 6 prohibits
disclosures to next of kin of the deceased.
Caselaw holds thatpersonalprivacyis aright
thatdies withthe person,e.g., Melvin v. Reid,
112 Cal. App. 285,290(1931). However, in

a recent federal Freedom of Information Act
case, the courtimpliedthattheprivacyprotec-
tion provision [exemption 7(C)] relating to
investigationrecords does not lapse with the
individual's death, (William Klraly. Federal
Bureau of Investigation, No. 82-3265, U.S.
Court of Appeals,SixthCircuit,Feb. 16, 1984),
as reported in Access Reports March 28,
1984.

* % * % %

ARTICLE 9

CIVIL REMEDIES

Causes of Actlon

1798.45.  An individual may bring a civil
action against an agency whenever such
agency does any of the following:

(@)

(©)

(©)

Refuses to comply with an individual's
lawful request to Inspect pursuant to
subdivision (a) of Section 1798.34.
Failsto maintainany record concerning
any individualwith such accuracy, rele-
vancy, timeliness, and completenessas
iS necessary to assure fairness in any
determination relating to the qualifica-
tions, character, rights, opportunitiesof,
or benefits to the individualthat may be
made on the basis of such record, if, as
a proximate result of such failure, a de-
terminationis made which is adverse to
the individual.

Failsto comply with any other provision
of this chapter, or any rule promulgated
thereunder, Insuch away asto have an
adverse effect on an individual.

Optlons of the Court
In Suits for Access

1798.46. Inany suit brought under the pro-
visions of subdivision (a) of Section 1798.45:

(@

The court may enjoin the agency from
withholding the records and order the
production to the complainant of any
agency recordsimproperlywithheldfrom
the complainant. Insuch asuit the court
shall determinethe matter de novo, and
may examinethe contents of any agency
recordsin camerato determinewhether
the records or any portion thereof may
bewithheld as beingexemptfromthe in-
dividual'srightof accessandthe burden
is on the agency to sustain its action.
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(b) The court shall assess against the
agency reasonable attorney's fees and
other litigation costs reasonably incurred
inany suitunder thissectioninwhichthe
complainanthasprevailed. Aparty may
be considered to have prevailed even
though he or she does not prevailon all
issues or against all parties.

Injunctions

1798.47. Any agency that fails to comply
with any provision of this chapter may be
enjoined by any court of competent jurisdic-
tion. The court may make such order or
judgment as may be necessaryto preventthe
use or employment by an agency of any
practices which violate this chapter.

Actions for injunction under this section may
be prosecuted by the Attorney General, or
any district attorney in this state, inthe name
of the people of the State of Californiawhether
upon his or her own complaint, or upon the
camplaint of the Office of Information Prac-
tices, or of a member of the general public, or
by any individual acting in his own behalf.

Damages, Costs, and Fees

1798.48. In any suit brought under the

provisions of subdivision (b) or (c) of Section
1798.45, the agency shall be liable to the
individual in an amount equal to the sum of:

(@) Actual damages sustained by the indi-
vidual, including damages for mental
suffering.

(b) The costs of the action together with
reasonable attorney's fees as deter-
mined by the court.

Jurisdiction; Remedies Nonexclusive

1798.49. An action to enforce any liability

created under Sections 1798.45to 1798.48,
inclusive, may be brought in any court of
competent jurisdiction inthe county in which
the complainant resides, or has his principal
place of business, or inwhich the defendant's
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recordsare situated, withintwo yearsfromthe
date on which the cause of action arises,
except that where a defendant has materially
and willfully misrepresented any information
required under this section to be disclosed to
anindividualwho isthe subject of the informa-
tion and the information so misrepresentedis
material to the establishment of the defen-
dant's liability to that individual under this
section, the action may be broughtat any time
within two years after discovery by the com-
plainant of the misrepresentation. Nothingin
Sections 1798.45t0 1798.48, inclusive, shall

be construed to authorize any civil action by
reason of any injury sustained as the result of
any informatian practice covered by this
chapter prior to July 1, 1978.

The rights and remedies set forth in tqis
chapter shall be deemed to be nonexclusive
and are in addition to all those rights and
remedies which are otherwise available un-
der any other provision of law.

When Subjective Opinions
Are Not a Cause of Action

1798.50. Acivilactionshall notlie underthis

Article based upon an allegationthat an opin-
ion which is subjective in nature, as distin-
guished from a factual assertion, about an
individual's qualifications, in connection with
a personnel action concerning such an indi-
vidual, was not accurate, relevant, timely, or
complete.

* k* k* % *

Labor Code Section 1050 makes it a misde-
meanor to misrepresent an employee or for-
mer employee so as to prevent or attempt to
prevent him or her from obtaining employ-
ment. The applicability of the statute to the
State as an employer is uncertain, however.

* % % k% %

Correction of Record Does Not
Restore Lapsed Rights and Remedies

1798.51. Where a remedy other than those
providedinArticles 8 and 9 is provided by law



but is not available because of lapse of time
an individual may obtain a correction to a
record under this chapter but such correction
shall not operate to revise or restore a right or
remedy not provided by this chapter that has
been barred because of lapse of time.

1798.52. No section with this number.

Liability for Disclosureof Information
Not Otherwlse Public

1798.53. Any person, other than an em-
ployee of the state or of a local government
agency acting solely in his or her official
capacity, who intentionallydisclosesinforma-
tion, not othewise public, which they know or
should reasonably know was obtained from
personal information maintained by a state
agency or from "records"within a "system of
records" [as these terms are defined in the
Federal Privacy Act of 1974 (P.L. 93-579; 5
U.S.C. 552(a)] maintained by a federal gov-
ernmentagency, shallbe subject to a civilac-
tion, for invasion of privacy, by the individual
to whom the information pertains.

In any successful action brought under this
section, the complainant, in addition to any
special or general damages awarded, shall
be awarded a minimum of two thousand five
hundred dollars ($2,500) in exemplary dam-
ages as well as attorney's fees and other
litigation costs reasonablyincurredinthe suit.

The right, remedy, and cause of action set

forth inthis section shall be nonexclusive and

is in addition to all other rights, remedies, and

causes of action for invasionof privacy, inher-

ent in Section 1 of Article 1 of the California
Constitution.

State agencies should advise persons and
agenciesreceivingpersonal informationfrom
State files that they may be subject to civil or
criminal penalties if they redisclose it. See
Sections 1798.53 and 1798.57. Thisadvice
would not apply to disclosures of personal
information that would be properly disclosed

informatlon that would be properly disclosed
under the California Public Records Act.

* * * * *

ARTICLE 10
PENALTIES

Intentional Violations by
Offlcers or Employees

1798.55. The intentional violation of any

provision of this chapter or of any rules or
regulationsadoptedthereunder, by an officer
or employee of any agency shall constitute a

cause for discipline, including termination of
employment.

* * * * *

Generally, public employees acting in good
faith, without fraudulent or malicious intent,
arenotindividuallyliable for acts or omissions
within the scope of their employment. They
also have the right to request that they be
defended and/or remunerated for claims
against them. Thisis a complicated area of
law dealt with In the GovernmentCode, Title
1, Division 3.6, Section 810 et seq., and nu-
merous case decisions.

Discipline of employees for violations of the
Act should be commensurate with the sever-
ity of the consequences of the violation and
the degree of intent or negligence of the
employee in the act or omission.

* * * % %

Requesting or Obtaining Information
under False Pretenses a Misdemeanor

1798.56. Any personwho willfully requests
or obtains any record containing personal
information from an agency under false pre-
tenses shall be guilty of a misdemeanor and
fined not more than five thousand dollars
($5,000), or imprisoned not more than one
year, or both.

Intentional Disclosureof Medical,
Psychiatric or Psychological Information
May Be Punishableas a Misdemeanor

1798.57. Except for disclosureswhich are
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otherwise required or permitted by law, the
intentional disclosure of medical, psychiatric,
or psychologicalinformationin violation of the
disclosure provisions of this chapter is pun-
ishable as a misdemeanor if the wrongful
disclosure results in economic lossor per-
sonal injury to the individual to whom the
information pertains.

ARTICLE 11

MISCELLANEOUS PROVISIONS

Releaseof Names and Addresses
for Commercial Purposes Prohibited

1798.60. An individual's name andaddress

may not be distributed for commercial pur-
poses, sold, or rented by an agency unless
such action is specifically authorized by law.

* * *x k* %

Note that Section 1798.75provides that this

Section supersedes the California Public Rec-

ords Act.

The definition of "commercial purpose” in
subdivision (j) of Section 1798.3 is "any
purpose which has financial gain as a major
objective”. News gathering and dissemina-
tion by publishers and broadcasters is ex-
cepted from this definition.

Subdivision (a) of Vehicle Code Section 1810
is an example of a statute specifically author-
izing the sale of names and addresses of
individuals. Subdivision(a)of Section 1798.61
(see below) also permits disclosure of the
names and addresses of licensees and hold-
ers of seller's permits for any purpose, includ-
ing a commercial purpose.

* *  * * *

Release of Names and Addresses
of Licensees and Applicants

1798.61.
(@) Nothingin this chapter shall prohibit the
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release of only names and addresses of
personspossessinglicensesto engage
in professional occupations or of per-
sons who are registered with, or are
holding licenses or permits issued by,
the State Board of Equalization.

(b) Nothinginthis chapter shall prohibitthe
release of only names and addresses of
personsapplyingfor licensesto engage
in professional occupations for the sole
purpose of providing those personswith
informational materials relating to avail-
able professional educational materials
Or courses.

* *x k * %

The term "professional occupation” would
include any occupation requiring a license;
eg., "professional” prize fighter.

Note that in subdivision (b), applicants for
licensure are treated somewhat differently
than individuals who are in possession of a
license or permit. Itis assumed that courses
and materials offered to applicants would
relate to, and enhance, the applicant's oppor-
tunities in the profession to which the license
sought applies. Subdivision (b) does not
permit the disclosure of the names and ad-
dresses of applicants for licensure to persons
and firms offering employment, insurance, or
tools and supplies merely related to the prac-
tice of the profession for which licensure is
sought. Wherethe licensee orpermittee has
a business address different from his or her
home address and indicates that the busi-
ness address is the "official" address, we
supportthe traditionalpolicy of most licensing
agencies which considers only the business
address as the accessiblepublic record. See
pages 13 and 14 for further discussion of
home addresses.

* % % * %
Removal of Names
from Mailing Lists

1798.62. Upon written request of any indi-
vidual, any agency which maintainsa mailing



list shall remove the individual's name and
address from such list, exceptthat such agency
need not remove the individual's nameif such
name is exclusively used by the agency to
directly contact the individual.

Liberal Constructlon of Chapter
to Protect Prlvacy

1798.63. The provisions of this chapter
shallbe liberally construed so asto protectthe
rights of privacy arising under this chapter or
under the Federal or State Constitution.

Control of Records

1798.64.

(a) Eachagency recordwhich is accepted
by the Director of General Services for
storage, processing, and servicing in
accordance with provisions of the State
Administrative Manual for the purposes
of this chapter shall be consideredto be
maintained by the agency which depos-
ited the record and shall continue to be
subject to the provisions of this chapter.
The Director of General Services shall
not disclose the record except to the
agency which maintains the record, or
pursuant to rules established by such
agency which are not inconsistent with
the provisions of this chapter.

(b) Each agency record pertaining to an
identifiable individual which was or is
transferred to the State Archives as a
record which has sufficient historical or

othervaluetowarrantitscontinuedpres-

ervation by the California state govern-
ment, prior to or after July 1,1978, shall,
for the purposes of this chapter, be con-
sidered to be maintained by the ar-
chives.

51798.65. Repealed by Chapter 595, Stat-
utes of 1985.

Extensionof Time Limits by
Franchise Tax Board

1798.66. The time limits specified in Article

8 (commencingwith Section 1798.30) may be
extended to 60 days by the Franchise Tax
Board if the following conditions exist:

(@) The requestis made during the period
January 1 through June 30; and

(b) The records requested are stored on
magnetic tape.

Real Property Lien and
Encumbrance Records

1798.67. Where an agency has recorded a
document creating a lien or encumbrance on
real property in favor of the state, nothing
herein shall prohibit any such agency from
disclosing information relating to the identity
of the person against whom such lien or
encumbrance has been recorded for the
purpose of distinguishing such person from
another personbearingthe same or a similar
name.

Disclosuresto District Attorney

1798.68.

(@) Informationwhich is permittedto be dis-
closed under the provisions of subdivi-
sion (e), (f), or (0) of Section 1798.24
shall be providedwhen requested by a
district attorney.

A districtattorney may petition a court of
competentjurisdiction to require disclo-

sure of informationwhen an agencyfails

or refuses to provide the requested in-

formationwithin 20working days of a re-

quest. The court may require the agency
to permit inspection unless the public

interest Or good cause in withholding

suchrecordsclearly outweighsthe public

interest in disclosure.

(b) Disclosureof informationto a district at-
torney under the provisionsof this chap-
ter shall effect no change inthe status of
the recordsunder any other provision of
law.

This is theonly provision of the Act that makes
disclosure mandatory to a third party other
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than the representative of the individual who
is the subject of the information.

* % % % %

ARTICLE 12

CONSTRUCTION WITH
OTHER LAWS

Chapter Supersedes Other State Law
as to Access Provisions

1798.70. This chapter shall be construed to
supersede any other provision of state law, in-
cluding Section 6253.5 of the Government
Code, or any exemption in Section 6254 or
6255 of the Government Code, which author-
izesany agency to withhold from an individual
any record containing personal information
which is otherwise accessible under the pro-
visions of this chapter.

* * * * *

In order for informationto be withheldfromthe
individual to whom it pertains, reasons would
have to be found in this Act as well as other
law. Don? cite the exemptions in the Califor-
nia Public Records Act as the basis for deny-
ing access to information when the requester
is the person to whom the information per-
tains; the IPA supersedes the CPRAin such
cases.

Conversely, the Information Practices Act
should not be interpreted to deny access to a
data subject where other law would allow
access. For example, "rap sheets" and in-
mates' case files are exempt under the IPA
butare available underprovisionsof the Penal
Code and case law [P.C. Section 11105, et
seq., and in re Olson, 37 Cal. App. 3d 783
(1974), respectively]. Itis also quite possible
that an individual would have greater access
to information pertaining to himself or herself
maintained by a State criminal law enforce-
mentagency by seekingtheinformationunder
the California Public Records Act, rather than
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the IPA. The IPA exempts law enforcement
records almost entirely, whereas decisional

law under the CPRArequires a more specific

justificationfor nondisclosure.[SeeJohnson
v.Winter, 127Cal. App. 36 435, 179 Cal.

Rptr. 585(1982), andSouth Coast Newspa-

pers, Inc. v. City of Oceanslde, 160 Cal.

App. 3d 261, 206 Cal. Rptr. 527 (1984)].

See also the comments relating to attorney-
clientprivilege at the last paragraph of com-
ments relating to Section 1798.40, page 23.

Rights of Litlgants Not Affected
by This Chapter

1798.71. This chapter shall not be deemed
to abridge or limit the rights of litigants,includ-
ing parties to administrative proceedings,
under the laws, or case law, of discovery of
this state.

This Section should be interpreted to protect
existing rights of litigants to resist discovery
as wellas todiscover information under litiga-
tion.

The Officeof InformationPractices has deter-
mined that once an action has been filed in
court, records pertinent to the matter in litiga-
tion are more properly sought under discov-
ery than under Civil Code Section 1798.34.

As ageneral rule, when the information prac-
tices ofastateagency areatissue in litigation,
the OIP will not investigate the complaint
before the court. Our decision whether to
involve this office will depend in part on the
relationshipof the particular informationprac-
tice to the issue in litigation and the advice of
our legal counsel. If an informationpractices
issue remains unresolvedat the conclusion of
litigation, the OIP willlook into the matter upon
request.
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Disclosures in Violation of Other Law

1798.72. Nothing in this chapter shall be
construed to authorize the disclosure of any
record containing personalinformation, other
thanto the subject of such records, inviolation
of any other law.

Constitutional Right of Privacy
Not LImited by This Chapter

1798.73. Nothing in this chapter shall be
construed to deny or limit any right of privacy
arising under Section 1 of Article | of the
California Constitution.

* ok k% *

An individual may have a cause of action
under the constitutional right of privacy even
though no violation of this Act occurred.

* % * % *

Student Records

1798.74.  The provisions of Chapter 13
(commencingwith Section 67110) of Part40
of the Education Code shall, with regard to
student records, prevailover the provisions of
this chapter.

Generally, student records are covered by
provisions of the federal Family Educational
Rights and Privacy Act [FERPA, 20 U.S.C.
1232 (g)] and State law. Withrespect to the
University of California and the State Univer-
sity and Colleges, the applicable state law
begins at Section 67100 of the Education
Code. Local school and community college
districts are not state agencies and are not
subject to the IPA.

Some records relating to students are ex-
cluded from the definition of student records
in Education Code Section67110,and to that
extenttheindividual'srightsandremediesare
under the Information PracticesAct. Circum-

stances surrounding these records change
fheir classificatlon, but generally they include
medical records, campus police records not
made available to others and applications of
individuals who do not subsequently matricu-
late.

Education Code Section 67147.5 provides
that Education Code shall notbe construedto
limit the privacy rights which any other provi-
sion of law affords to students or parents of
students. Therefore, where the Information
PracticesAct is nof in conflictwith the Educa-
tion Code, it may apply to students. For
example, the Information Practices Act may
apply to the student's right to be free from the
collection and retention of unnecessaryper-
sonal information, since the Education Code
is silent on the question.

* * * * *

California Public Records Act
Not Superseded by this Chapter;
Exceptions

1798.75. This chapter shall not be deemed
to supersede Chapter 3.5 (commencing with
Section 6250) of Division 7 of Title 1 of the
Government Code, except as to the provi-
sions of Sections 1798.60 and 1798.70.

* * * * *

The IPA supersedes the Public Records Act
only where the latter could be interpreted to
deny access to a State record accessible tp
theindividualunderthe IPA (Section 1798.70),
or where disclosureis for a commercial pur-
pose not provided for by subdivisions (a) and
(b) of Section 1798.61 or a specific statute
suchassubdivision(a)of VehicleCode Section
1810.

Access to Law Enforcement
Records; Discovery

1798.76. Nothing in this chapter shall be
construed to revoke, modify, or alter in any
manner any statutory provisionor any judicial
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decision which (a) authorizes an individual to
gainaccessto any law enforcementrecord, or
(b) authorizes discovery in criminal or civil
litigation.

* * * * *

See also thecomments after Section 1798.40,
page 21,and Sections 1798.70and 1798.71,
page 30.

* * * * *

Practlces to Avoid
Compliance Prohibited

1798.77. Eachagency shallensurethat no
record containing personal information shall
be modified, transferred, or destroyedto avoid
compliance with any of the provisions of this
chapter. Inthe eventthat an agency fails to
comply with the provisions of this section, an
individualmay bringacivil actionandseekthe
appropriate remedies and damagesinaccor-
dance with the provisions of Article 9 (com-
mencing with Section 1798.45).

An agency shall not remove or destroy per-
sonal informationabout an individualwho has
requested access to the information before
allowing the individual access to the record
containing the information.

* * * * *

This provision, with minor differences, was
previously contained in Chapter 709 of the

Statutes of 1977. Chapter 595, Statutes of

1985 added this section and repealed the
earlier provision.

The second paragraph of this section should
not be interpreted to require an agency either
torelease exemptinformation whenrequested
by the person to whomi it pertains or to main-
tain it beyond its normally scheduled destruc-
tion date, /.e., if it is exempt under Sections

1798.38 or 1798.40, it may remain exempt

until properly destroyed. The OIP does be-
lieve it to be inadvisable to destroy a record
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after an agency learns thatit has, or is about
to become, the subject of discovery in ritiga-
tion, however.

See also the prohibitions against modifying
and destroying records in GovernmentCode
Sections 6200 and 6201.

* ok * k%

California State University
Employee Records

1798.78. This chapter shall not be deemed
to supersede the provisions of Chapter 1299
of the Statutes of 1976.

* * k% %

Chapter 1299 added Section 24317 to the
Education Code. This section was later re-
numbered 89546. It provides employees of
the State University and Colleges with the
righttoaccess, obtaincopies,requestamend-
ments and file disputes againstinformationin
their records. The Information Practices Act
does not supersede this statute but does
apply to CSUC employees where it does not
conflict with the Education Code. Since the
Education Code is silent on the initial collec-
tion and disclosure of information about
employees, the IPA would apply to such
activities.

* * * * *

UNCODIFIED
(See Ch. 709, Stats. of 1977)

University of California
Employee Records

SEC. 6.ltisthe intent of the Legislaturethat
ifthis bill and S.B. 251 are both chaptered,
Section 1798.38 of the Civil Code, as added
by Section 1 of this act shall not apply to the
University of California.

* k% * *



S.B. 251, Chapter 1398, Statutes of 1978,
added Section 926 12to the Education Code.
Thisstatute pertains to the right of employees
of the University of California to access their
records. However, it has been ruled unconsti-
tutional in the Los Angeles Superior Court
(Regents of the Unlverslty of Callfornlav.
Deukmejlan,Case#C266242, 1980). There
has been no challenge to the applicability of
the Information Practices Act to employees of
the University of California, to our knowledge.

* % % % %
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APPENDIX 1

PRIVACY NOTICE * EXAMPLE

Privacy Notice*

The Information PracticesAct of 1977 andthe Fed-
eral Privacy Act require this department to provide
the followingto individualswho are askedbythe Self
Assessment Divisionof the Franchise Tax Boardto
supply information:

The principalpurposefor requestingtax returninfor-
mationisto administerthe PersonallncomeTax Law
of the State of California. Additionalinformationmay
be requestedif your returnis auditedand/or acollec-
tion action is taken.

The California Revenue and Taxation Code requires
every individual taxable under Part 10 (Personal
IncomeTax) meetingthe incomerequirementsto file
a returnor statement in such form as prescribedby
the FranchiseTax Board(Sections18401and 18431).
Individuals filing tax returns, statements, or other
documents are requiredto includetheir socialsecu-
rity numbers for proper identification and return
processing (Section18934;see alsoSection205(c)(2)
of the Federal Social Security Act as amended by
Section12110fthe FederalTax ReformAct of 1976).
Itis mandatoryto furnishallthe appropriateinforma-
tion requested by the returnforms and related data
when a return or statement is requiredto be filed.

The law providespenaltiesfor failure to file a return,

failure to supply informationrequiredby law or regu-
lations, failure to furnish specific information re-
quested on returnforms or for funishing fraudulent
information. Failure to provide all or part of the
requested information may also result in disallow-
ance of claimed exemptions, exclusions, cred-
its, deductions, or adjustmentswhich may resultin
increased tax liability, loss or delay inissuance of a
refundfor overpayment,interestandpenaltycharges

on unpaid taxes, and other sanctions against the
taxpayer.

As authorized by law, information furnished on this
form may be given to the United States Internal
Review Service, the proper official of any state
imposing an income tax or a tax measured by in-
come, the Multistate Tax Commission, and to the
following governmentalagencies and officials of the
State: Attorney General, Auditor General, Board of
Control, Board of Equalization, California Parent
Locator Service, county welfare departments and
probationofficers, Department of Finance, Depart-
ment of Social Services, District Attorneys, Employ-
ment Development Department, LegislativeAnalyst,
Legislative Committees, local tax administrators,
Office of the State Controller, and the Registry of
Charitable Trusts.

For the purpose of collectingthe amount due from
individuals with outstanding tax liabilities, the total
amountdue may be disclosedto: employers, finan-
cial Institutions, County Recorder, vacation trust
funds, process agents, and other payers.

An Individual has a right of access to records con-
taining hislher personal informationthat are main-
tained by the Franchise Tax Board. The officials
responsible for maintaining the informationare: 1)
Filing of returns - Director, Taxpayer Services;
2) Auditing of returns - Manager, Personal Income
Tax Audit Section; and 3) Collection of monies -
Director, Enforcement Bureau. The address is
Franchise Tax Board, P.O. Box 942840, Sacra-
mento, CA 94240-1040 and the telephone number
is (916) 369-0500.

'Taken from Form FTB 1131 (Rev. 4-87) and the Privacy Notice which appears in the Franchise Tax Boards 540 Tax Booklet.
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APPENDIX 2

STATE OF CALIFORNIA DEPARTMENT OF HEALTH SERVICES
HEALTH AND WELFARE AGENCY

INFORMATION PRACTICES ACT
HOW TO INSPECT AND CORRECT YOUR RECORDS

The following informationis providedto assist individualswho wishto gain accessto and/or correct personal
informationabout themselves in records maintainedby the California State Departmentof Health Services.

-NOTICE

SECTION 1798.56 OF THE INFORMATION PRACTICES ACT PROVIDES THAT ANY
PERSONWHO WILLFULLY REQUESTSOR OBTAINS ANY RECORD CONTAINING
PERSONAL OR CONFIDENTIAL INFORMATION FROM A STATE AGENCY UNDER
FALSEPRETENSESSHALL BEGUILTY OFA MISDEMEANOR AND FINED$5,000 OR
IMPRISONED NOT MORE THAN ONE YEAR, OR BOTH.

LINTRODUCTION |

You have the right to inspect personal information about yourself in records maintained by the Department
of Health Services.

You can also requestthe amendment or correctionof such records and canfile a statement of disagreement
as part of your recordif the Department refuses to comply with your request.

When you inspect records containing personal information about yourself, you are also entitled to inspect
records of sources and an accountingof certain disclosures, if any, of the information.

These rights are providedfor inthe InformationPractices Act, Civil Code Division3,Part 4, Title 1.8, Section
1798 et seq.

SPECIAL REQUIREMENTS AND EXCEPTIONS
You may inspect personalinformationabout yourself if the request is for a specificrecordand f it Isfeasible
to retrieve the record by individual name or other methodof identification assigned to the individual.

Official recordsof administrative hearings and records used for statistical purposes only are not covered by
the Information Practices Act.*

Individuals are not authorized by law to inspect certain kinds of information, including:
Information maintainedfor criminal law enforcement.

Information maintainedfor the purpose of investigating specific violations of
state law, until after the investigation and remedial action, if any, are completed.

NOTE: See the comments foollowing Section 1798.36, page 20.
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Informationthat would compromise the objectivity or faimess of a test or
examination.

Medical, psychiatric, or psychological information, if the holder of the record
determinesthat disclosure would be medically or psychologicallydetrimental
to the individual.

Information used solely for verifyingand paying government healthcare
service claims. (Deletedby Chapt. 595, Statutesof 1985.)

Any information required by statute to be withheld from the individual to whom
it pertains.

Personal information about other individuals.

The names of sources of personal information, when confidentiality is
authorized or required.

REQUESTS TO INSPECT RECORDS

You can inquire and be notifiedas to whether the Department maintains a record containing personal
informationabout you. Inquiries must specify the name or title of the system of recordsthat contains your
record, as reportedbythe Departmentunder the InformationPracticesAct. Address your inquiry to the official
responsiblefor maintainingthe record system, if you have this information.

If you need assistance inidentifyingand locatingthe recordandthe responsible official, address your inquiry
lo:

Administrative Services Unit

Administrative and Business Services Section
Departmentof Health Services

744 PStreet

Sacramento, CA 95814

Your inquiryshould provide as muchinformationas possibleto assist inidentifyingthe record, suchas: name,
Social Security number, or other methodthat might be usedto identify the individual record; departmental
program, activity, or purpose for which the informationwas obtained; description of the kinds of information
inthe record; person, organization, or agency that collected the information.

Upon receivingthe name or title of the record system and the title and address of the official responsible for
maintainingthe records, address a request to inspect your recordto the responsible official.

REFUSAL OF A REQUEST TO INSPECT A RECORD

If your request to inspect a record is refused because disclosure of the contentsto the subject individualis
not authorized by law, you canrequest a review of such adetermination. Sendyour requestfor review, with
a copy of the letter stating the reason(s) for the refusal, to the Administrative Services Unit at the address
shown above. You will be notified as to the results of the review within 30 days after receipt of the request.
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INSPECTION OF RECORDS

If it isdeterminedthat youare legally entitledto inspectyour record, youwill be grantedaccesswithout undue
delay and no laterthan 30 days after receipt of a requestfor active records, or 60 days ifthe recordsare in
storage.

You may inspectthe records during regular businesshours at atime and office designated by the official in
charge. The record, or atrue copy, may be made available at a locationnear your place of residence or by
maill, if it is reasonableto do so.

You must give satisfactory proof of identity before the record is presentedto you for inspection.

Another person may accompany you to inspect your record if you furnish a written statement authorizing
disclosure of your recordinthe other person's presence.

Whenyou inspectyour record, you may requesta copy of all or any portionof the personalinformationinthe
record. Copieswill be made within 15 days after the request. The charge for copies is ten cents per page
unlessadifferent rate hasbeen establishedby law. Forcopiesof recordsinotherforms, feeswill be charged
sufficient to cover the costs of making copies.

REQUEST FOR AMENDMENT OF A RECORD

If you believe that any significant personalinformationinyour record,which could affect your status or rights,
isnotaccurate, relevant, timely, orcomplete, you are entitledto submit a requestfor amendmentor correction
of the record.

Address your request to the official responsible for maintaining the record, and include the following
information:

Name or title of the record system that contains the information.

Name of the subject individualand any identifyingparticularas shown in the record.

Details of the requested amendment or corrections.

Reasonswhy the record should be amended or why each correctionshould be made.
The official responsible for maintainingthe recordwill notify you, within 30 days after receipt of the request,

that correctionshave been made as requestedor that all or part of the requesthas beenrejected. Reasons
for refusingto amendthe recordwill be given.


cgarrett
INSPECTION OF RECORDS

cgarrett

cgarrett


APPENDIX 2

DEPARTMENTAL REVIEW

If you disagree with the refusalto amendany part of your record, you are entitledto request a departmental
review. Submit your requestfor a review inwritingto the Administrative Services Unit at the address shown
above. Include the followinginformation:

Copy of the original requestfor amendment or correctionof your record.

Copy of the notificationof denial of your request, with the Department official's
reasons for refusingto amend your record.

Your reasonsfor disagreeing with the refusal, and any additionalinformation.
If the departmental reviewdeterminesthat your requestshouldbecompliedwith, your recordwill beamended
accordingly. Notice of the resultswill be sent to you within 30 days after receiptof your request, or within 60
days ifcircumstances make it necessaryto extendthe review period.

FILING A STATEMENT OF DISAGREEMENT

If the departmentalreview concludesthat all or part of your requestfor amendmentor correctionshould not

be granted, the notificationwill include a statement of reasonsfor the refusal. You are entitled to file a

statement of disagreementif you do not agree withthe departmental reviewdecision. Your statementshould

be of reasonable length (usually not morethan one or two pages), specifyingthe corrections requestedand
givingthe reasonswhy eachcorrectionshould be made. Sendyour statement of disagreementto the official
responsible for maintaining the record.

Your statementof disagreement, together with the Department'sstatement of reasonsfor refusingto amend
the record,will bemade apartof your record and copieswillbemade available to persons oragencies towhom
the disputed information is disclosed.
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8TATE OF CALIFORNIA

PERSONAL/CONFIDENTIAL INFORMATION

DISCLOSURE LOG

STD. 695 4/78

DATA SUBJECT (NAME)

INSTRUCTIONS

Accounting for disclosures must be identifiable with, and
traceable to the information disclosed.

Be specific when indicating information disclosed and purpose

of disclosure.

DATE OF
DISCLOSURE

INFORMATION
DISCLOSED

PURPOSE OF
DISCLOSURE

PERSON RECE|VING INFORMATION
{(Namae, Tltls, Business Address)

DISCLOSURE

AUTHORIZED BY

MADEK BPY

€ XIaGNIddY
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APPENDIX 4

GUIDELINES TO THE INFORMATION PRACTICES ACT OF 1977

RULES OF CONDUCT FOR EMPLOYEES
(EXAMPLE)

Employees responsible for the collection, maintenance, use and dissemination of information about
individuals which relates to their personal life, including their employment and medical history, financial
transactions, maritalstatus and dependents, for example, shall comply with the provisionsof the Information
Practices Act, CivilCode Sections 1798 through 1798.78. The guidelinesto the Act issued by the Office of
Information Practices shall be used as a basic source of guidance in administeringthe Act's provisions.

Employeesshall not require individualsto disclose personal informationwhich is not necessaty and relevant
to the lawful State function for which the employee is responsible.

Employees shall make every reasonable effort to see that inquiries and requests by individuals for their
personal recordsare respondedto quickly andwithout requiringthe individualto unnecessarily repeat his or
her inquiry to others.

Employees shall assist individuals who seek information pertaining to themselves in making their inquiry
sufficiently specific and descriptive so as to facilitate locatingthe records requested.

Employees shall respondto inquiries from individuals, and requestsfrom them to review, obtain copies of,
amend, corrector dispute their personal recordsin a courteousandbusinesslike manner, and in accordance
with Sections 1798.30 through 1798.42 of the Civil Code.

Employees shall not disclose personalinformationrelatingto individualsto unauthorizedpersonsor entities.
The improper disclosure of personal information may be cause for disciplinary action.

Employeesshall not seek outor use personalinformationrelating to othersfortheir owninterestor advantage.
The intentional violation of this pblicy may be cause for disciplinary action.

Employees responsiblefor maintenance of records containing personalinformation shalltake all necessary
precautions to assure that proper administrative, technical and physical safeguards are established and

followed in order to protectthe confidentiality of records containing personal information, andto assure that
such records are not disclosedto unauthorizedindividuals or entities.

Rev. (1/86)
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STATE PERSONNEL BOARD
OFFICE OF INFORMATION PRACTICES

ANNUAL NOTICE OF SYSTEMS OF RECORDS

(Ref. Civil Code Sections 1798.9 &1798.10)
SPB-14 (9/91) PAGE 1

INTRODUCTION

APPENDIX 5

Office of Information Practices

801 Capitol Mall PO. Box 944201
Sacremento, CA 94244-2010
CALDEX 653-1341

CALNET 8-443-1341

FAX (916) 653-0927

Toll Free (800) 952-5562

1. DateoF ReporT

2. AceEncy Name

3. ADDRESS

4, INFORMATION PRACTICES COORDINATOR ELEPHONE
NAME/TITLE
INSTRUCTIONS:
1. Specify the date the report was prepared.
2. Specify the name of the agency
authority and responsibility for the statutory or constitutional function; i.e., "appointing power"
3. Specify the official address of the agency; street or post office box humber, city and zip code.
4, Specify the name and title of the Information Practices Officer, the person who is responsible

for the maintenance of the agency's records system.
PART A

5. REcORD SysTtEm
NAME/TITLE

6. DesicNATED CoNTACT PERSON
NamME/TITLE

7. BuUsINESSADDRESS

8. PRrRoOCEDURES TO AcCEss AND TO CoNTEST RECORD CONTENTS. (Attach additional pages as necessary.)

INSTRUCTIONS:

5. Specify the name or title of each personal records system in the agency.

6. Specify the nameor title of the designate contact person for each personal records system.

7. Specify the business address of the designated contact person for each personal records
system.

8. Specify the procedures for each records system for an individual to access or to contest the

contents of records containing personalinformation. One procedure may be submitted for all
personal records systems or a separate procedure may be submitted for each one. Appendix 2
on page 37 of The Information Practices Act With Guidelines and Commentary contains an
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Annual Notice of Systems of Records

(Ref. Civil Code Secfions 1798.9 & 1798.10)
SPB-14 (9/91) PAGE 2

PART B

10.

46

Were there any known instances in which personal informationwas improperly distributed by the
agency or accessed by an individual?

[ INo [ ]Yes

Specifyeach known instance during the reporting periodinwhich personalinformation either has
been dlstributed unlawfully by the agency or has been obtained unlawfully by an individual.

Were there any known instances in which a denialwas issued or a delay beyond statutory limits
was experienced in responseto a requestto access or to be provided copies of records under the
Information Practices Act or the California Public Records Act?

[]No [ ]ves

Specify each known Instance during the reporting periodinwhich a requestto assess records
underthe InformationPracticesAct or the CaliforniaPublic Records Act hasresultedin: (a) adenial
of the requestor (b) a delay beyondthe statutory limitsin providing access to or copies of records.
For each instance, provide the statutory basis or other reason(s) for the action.




State of California

Memorandum APPENDIX 6

Example "No Change" Notice

TO: E-9
Office of Information Practices
Mail Station #41a
801 Capitol Mall
P.O. Box 944201
Sacramento, CA 94244-2010

FROM: (Be sure to indicate name of your agency)

SUBJECT: Notices of records systems pursuant to Sections 1798.9 and 1798.10,
subdivisions (a) through (d), of the Civil Code

This is to certify that our index or list showing each record system by name or title and our procedures for
an individualto gain accessto and to contestthe contents of records containing personalinformationabout

him/her as filed with your office on remain essentially
(MONTH) (DAY). (YEAR)

correct to the best of our knowledge. There were no known instancesduring the reporting periodinwhich

personal information was either distributed by the agency or obtained by any person in a manner not in

accordwith law. Additionally, during the reporting period, there were no knowninstances of denial or delay
beyond statutory limits for requests made under the Information Practices Act and the California Public

Records Act.

Signed
NAME TITLE

Date

Note: This notice could accommodate changes by the addition of language after the word
"knowledge”, suchas" . . . withthe following exceptions notedbelow". Amended or new

reports and procedures should be attached to such a notice.
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The California Public Records Act
and the
Information Practices Act of 1977
A Comparison of the Features of Each

Public Records Act (CPRA) Information Practices Act IP

1. Itwas established in the California 1. Itwas established inthe California
Government Code beginning at Civil Code beginning at Section
Section 6250. 1798.

2. It is modeled after the Federal 2. It is modeled after the Federal
Freedom of Information Act Privacy Act of 1974.

(FOIA).

3 It became effective 1968. 3. It became effective 1978.

4. It applies to all records, in what- 4 It applies only to information
ever form, maintained by Califor- about individuals maintained by
nia state and local public agencies. Californiastate agencies. Does

not apply to local public agen-
cies except under voluntary
contractual agreements.

5. It excludes from coverage the 5. It excludes from coverage the
State Legislature and the Judi- State Legislature, the Judicial
cial Branch. Branch, the State Compensation

Insurance Fund, except as to
records of the Funds' own
employees, and local government
agencies.

6. It is based on the premise of 6. ltis based on the premise that
open government, a_nd every personal privacy must be pro-
person’s right to public informa- tected by placing constraints on
tion. the collection, maintenance and

dissemination of information about
individuals by the State.

7. It provides rights to all members 7. It provides rights to individuals
of the public on an equal basis. with respect to information about

themselves in State agency
records beyond any rights of the
general public under the CPRA.

8. It is a comprehensive law dealing

8. Itis essentially an access law,
and all provisions relate to this
purpose, including those that
allow an agency to withhold
information.

not only with access by the record
subject, but also with how an
agency collects, maintains and
discloses information about indi-

viduals.
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0.

10.

11.

12.

It sets forth approximately 27
specific exemptions and one
general exemption from manda-
tory disclosure. One of these
exemptions is to protect individ-
ual privacy, Government Code
Section 6254(c). These exemp-
tions are generally discretionary
with the agency, i.e.,, an agency
may disclose exempted informa-
tion if it chooses to do so, unless
disclosure is otherwise prohib-
ited by law.

An agency's time limit for re-
sponding to arequestfor access
is not specified but is assumed
to be at any reasonable time
within an agency's open hours.
Time for responding to a re-
quest for a copy of a recordis
within ten days of receiptof the
request. Unusual circumstances
permit an agency to extend
response time for up to ten days.

An agency may charge for copies
sufficient to recover direct costs
of duplication or a statutory fee if
applicable.

An individual who is denied ac-
cessto, or acopy of, arecordmust
seek relief in court. Thereis no
administrative oversight for the
CPRA.

10.

11.

12.

It sets forth 22 conditions of disclo-
sure of which an agency must meet
at least one before disclosing infor-
mation about an individual covered
by the Act. However, one condition
of disclosure is "Pursuant to the
California Public Records Act ...
Thus, with respect to such disclo-
sure, the CPRA privacy exemption
and the individual's constitutional
rightto privacy may provide stronger
legal protection against public disclo-
sure of personalinformationthan the
IPA. The IPA is most likely to be
considered in any administrative or
judicial decision with respect to
public disclosure of personal infor-
mation, however.

An agency's time limit for responding
to a request for access is within 30
days for active records or 60 days for
inactive or geographically dispersed
records. Copies of records re-
quested by an individual and to
which the individual is entitled must
be provided within 15 days of the
individual's inspection of hidher
records. The Franchise Tax Board
may extend its response time to 60
days for specified reasons.

An agency may charge no more than
ten cents per page for copies unless
a higher statutory fee applies.

An individual who feels that hislher
rights have been violated may seek
relief by means of a review by the
offending agency, by seeking the
assistance of the Office of Informa-
tion Practices (OIP), or by filing an
action in court. The law does not
require the plaintiff to exhaust his/her
administrative remedies before going
to court. The OIP is established to
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12. contd.

13. Ifthe plaintiff prevails in court, he/
she may be awarded courtcosts
and reasonable attorney fees. If
the complaint is frivolous, the
agency maybeawardedcostsand
fees.

Rev. October 1991

13.

APPENDIX 7

assistbothindividualsand State agen-
cies to assure that the IPA is properly
followed. It also must report viola-
tions of the IPA where it hasdeter-
mined that aviolation occurred, to the
Legislature, the Governor and the
Attorney General.

If the plaintiff prevails, he/she may be

awarded court costs, attorney fees
and in some cases actual and exem-
plary damages. Wrongfuldisclosures
make the defendant agency liable for
minimum exemplary damages of
$2,500.
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